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Abstract

The traditional concept of fairness in TCP is based on being limited by congestion control. Today,
however, we see that TCP is being used as transport for interactive applications that have latency re-
quirements. These applications create application-limited, thin streams where retransmissions, rather
than congestion control, is the factor controlling the performance of the flow. Keeping the maximum
delay as low as possible is crucial to improving the Quality of Experience for interactive, thin-stream
applications. As there is little existing work and no clear consensus on how time-dependent, thin-
streams should be treated, we attempt to assess how aggressive these thin TCP streams can and should
be on retransmission in order to reduce their retransmission latency when loss occurs. In this thesis,
we discuss how we have created a Linux networking environment and conducted our experiments in
order to find a reasonable trade-off between aggressiveness and fairness. Our findings indicate that
an increased aggressiveness can be justified in competition with greedy streams, and we highlight
some issues surrounding thin stream behaviour needs to be further studied.
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Chapter 1

Introduction

In the last couple of decades, we have seen a development of networking technology allowing a massive
increase in capacity compared to the early days of the Internet. Following this increased capacity, the
number of services provided by the Internet has exploded. Parallel to this trend of increased bandwidth

usage, applications with real-time requirements have also emerged.

Today, we see that the Internet is used as a medium for a wide variety of interactive applications such
as chat services, remote desktop, IP telephony, and networked games [1]. This has sparked renewed
interest for research on these trends, and new attempts on reducing latency for interactive applications
have emerged [2,3] [84,85]. Interactivity and time-dependency, however, has a multitude of requirements

that are different from the requirements of applications that need high capacity.

1.1 Background and related work

There has been a lot of effort put into improving the Transmission Control Protocol (TCP) in order to
achieve higher throughput while at the same time reacting to congestion building up in the network.
These mechanisms are, however, designed on the assumption that TCP tries to consume as much as
possible of the available bandwidth. This is not the case for traffic belonging to many interactive or time-
dependent applications [4]. These kind of applications often produce network traffic that has a distinct
pattern — low packet rate and small packet sizes. We call traffic flows with these characteristics thin

Streams.

As more of the traffic in the Internet is guided by application transmission patterns, rather than by con-
gestion control, new patterns of behaviour are emerging. The effects of these developments are not
well-understood. Studies have shown that the retransmission mechanisms of TCP produce higher re-
transmission delays for thin streams, as these mechanisms rely on many packets on the wire in order to
be effective [4-8]. These studies suggests some modifications to the congestion control mechanisms in

order to compensate for this unfortunate behaviour.



How fair these modifications are towards other traffic flows is something that has not been well investi-
gated. Despite this, some of these modifications, particularly modified fast retransmit (MFR) and linear
retransmission time-out (LT) [4], are already implemented the Linux kernel [9]. Although criticised, the
concept of fairness between TCP streams is virtually synonymous with all streams having a fair share of
the available bandwidth [10, 11] [49]. What we consider fair when streams with different requirements

compete against each other is still an open question [12,13].

1.2 Problem statement

The traditional fairness principle in TCP is that all streams sharing a limited resource, i.e. a network path
with limited capacity, should receive an equal share of the bandwidth. In order to achieve this, TCP relies
on its congestion control algorithm. This algorithm builds on the assumption that applications attempt
to achieve the highest possible throughput. Interactive and time-dependent applications, however, do not
attempt to send as much data as possible, but generate what we call thin streams — streams that are
limited by the application rather than by congestion control. In a scenario where different TCP streams
are competing over the same shared resource have different requirements, we need a different definition
of fairness. The question remains: how aggressive can time-dependent traffic be in order to achieve the

lowest possible latency?

The goal of this thesis is to determine if a more aggressive behaviour can be justified for an application-
limited TCP stream in order to reduce overall latency. In particular, we attempt to experimentally answer
how aggressive the retransmission mechanisms can be for thin streams while still remaining relatively

fair towards other traffic.

1.3 Scope and limitations

Although there are a number of problems with using TCP for time-dependent data, such as head-of-
line blocking (HOL blocking) and slow transmission rate ramp up, our focus is on investigating how
aggressive thin streams can retransmit data as studies show that one of the largest factors contributing to
increased latency is retransmission delays [4,5]. We have limited ourselves to evaluating two thin stream

modifications that are implemented in the Linux kernel — MFR and LT.

Network simulators are widely used in network research, but studies suggest that some simulators intro-
duce uncertainties [13, 14]. Since the modifications we want to evaluate are already implemented in the
Linux kernel, we decide to emulate a network using a Linux network testbed for our test environment.
This test environment is created according to best practices [86] and our own findings, outlined in this

thesis.

In order to assess the fairness of a more aggressive retransmission behaviour, we introduce competition

over a shared, limited resource. In our case, this is a bottlenecked router. There are other forms of



competition that is worth investigating, but because of time constraints we limit ourselves to only con-
sider the most common bottleneck: limited capacity. Even though Quality of Service (QoS) regimes
are common in the Internet to improve the performance of time-dependent network traffic, we have not
found time to explore them. Our test environment is therefore not optimally designed for thin-stream (or

mixed-stream) traffic.

Due to time constraints, we have also limited ourselves to only focus on the most used TCP variant in
Linux, CUBIC, using mostly default configurations. The default options for TCP in Linux are not opti-
mised for time-dependent traffic, but we have experimented with some of the settings that we suspected
could have an effect on thin streams.

Instead of using real interactive and time-dependent applications to generate network traffic, we use a
program developed by the authors of the previous thin-stream studies to simulate network traffic with the

same characteristics as traffic created by real applications.

1.4 Research method

We attempt to answer how aggressive thin-stream retransmissions can be by investigating how two ex-
isting thin-stream modifications, MFR and LT, affect greedy streams and other thin streams using un-
modified retransmission mechanisms. To do so, we conduct a fairness experiment in a controlled test

environment and analyse our findings.

As there is no unified definition of fairness when streams with different requirements compete, in order to
confirm the validity of our findings, it is imperative that we subject network traffic to a realistic scenario
and that we fully understand and trust our test environment to be correct. We design a Linux network
testbed to perform our experiment in, and attempt to model reality as close as possible by choosing a

network topology and setting network conditions that reflect a plausible, real-world scenario.

Three hypotheses were formulated based on the limitations surrounding TCP congestion control as

shown by the previous thin-stream studies [4-6]:

Hypothesis 1. The thin-stream modifications to the TCP retransmission mechanisms improve the
latency experienced by the application for application-limited streams when packet loss is caused

by network congestion.

This hypothesis serves the purpose of verifying the findings of the previous studies [4-6]. We want
to evaluate how well the thin-stream modifications perform when congestion starts building up in the

network.

Hypothesis 2. When competing over the same bottleneck, a more aggressive retransmission be-
haviour does not affect the performance of other TCP streams that are limited by congestion con-

trol (greedy streams).



The authors of the previous studies argue that a more aggressive retransmission mechanism for application-
limited streams can be justified since these streams do not contribute to congestion [4, 6, 15]. The TCP
congestion avoidance algorithm is designed in such a way that the bandwidth share for each TCP stream
should converge against an equal allocation. We test if the more aggressive retransmission behaviour

leads to greedy TCP streams receiving a share that is less than fair.

Hypothesis 3. When competing over the same bottleneck, a more aggressive retransmission be-
haviour does not affect the performance of other TCP streams that are limited by the application

(thin streams).

Even if the bandwidth share of competing streams is only reasonably reduced and could still be consid-
ered fair, being more aggressive can still harm streams that are unable to recover from loss as quickly
as greedy streams. In other words, we need to ensure that streams using the modifications do not affect
other application-limited streams that use unmodified retransmission mechanisms. Since these streams
are often generated by time-dependent applications, we expand our fairness consideration to include the

experienced latency for this type of streams.

1.5 Contributions

To prove the hypotheses formulated in the previous section, as well as attempting to answer the question
of how aggressive thin streams can be on retransmissions, we performed work consisting of analysis,

implementation and evaluation. Our main contributions are listed here:

* Evaluation of the MFR and LT retransmission modifications, showing that application-limited
streams using the modifications are still at a disadvantage when sharing a resource with greedy

streams. This suggests that an even more aggressive behaviour can be justifiable.

* Implementation of a deterministic network testbed and discussions of various pitfalls and chal-

lenges surrounding experimentally finding the appropriate aggressiveness for thin streams.

* Improvements to the pcap analysis tool, analyseTCP, originally created by the authors of the
previous thin-stream studies [4, 15], as well as extending the functionality and implementing new

features.

* Implementation of a kernel module that attaches itself to a Linux router queue and provides accu-

rate drop and queue statistics.

1.6 Outline

This thesis attempts to assess the right aggressiveness for retransmissions in TCP thin streams, from the

design of a fairness experiment to the analysis of the results and an evaluation of the observed behaviour.



Chapter 2 describes the characteristics of interactive data traffic and defines the concept of thin
streams. We also outline modus operandi for TCP and how the mechanisms for reacting to network
congestion works. We explain how these mechanisms cause extra application latency for thin-
stream applications. Finally, we introduce the thin-stream modifications we evaluate and give a

brief explanation of how they work.

Chapter 3 discusses the design and implementation of an experiment to test the TCP friendliness
of the thin-stream modifications. Here we introduce a network testbed for performing our tests
in order to evaluate how the thin-stream modifications affect other network traffic streams. We
also outline which parameters we have decided to focus on, and the criteria we have chosen for

considering the fairness.

Chapter 4 describes our iterative process to find sensible test parameters in order to conduct our
fairness experiment. We discuss some unexpected observations, and describe how we investigated
them as part of our effort to verify the validity of our findings. We also review some of the proper-
ties of application-limited streams and how their behaviour is unfortunate in a congested network,
and outline the various factors that come into play in an attempt to explain our observations.

Chapter S presents the results from our tests as well as a discussion of some of the observed

effects.

Chapter 6 concludes this thesis by summarising our findings and experiment results and what we
learned from these. Finally, we outline some candidate topics for further research and investiga-

tions.



Chapter 2

Thin streams

The requirements for data delivery have changed significantly since the Internet’s infancy. In the early
days of the Internet, programs were designed around simple client-server models, focused around ap-
plications like web access, file transfer and e-mail. In the last decade, there has been an increase in the
demand for more bandwidth, as well as a shift in traffic patterns to more complex peer-to-peer (P2P)
models, with focus on both uploading as well as downloading, suitable for file sharing services such as
BitTorrent. More recently, we have also seen a large growth in the number of streaming services, such
as Netflix, YouTube and Spotify. [1]

Today, we see a use of the Internet that reflects aspects of real life. We interact in virtual environments,
control remote systems and hold audio/video conferences. These interactive applications introduce a
multitude of requirements to the infrastructure, since the experienced latency profoundly impacts the
perceived quality of the service. Real-time computing systems, such as trading robots or sensor networks,

are also a type of applications that require low latency [16—18].

On modern computer systems, the arguably largest source of latency is network traffic delays. This
is due to the best-effort design of the Internet Protocol (IP) [50]; a design that paradoxically made it
so popular for interconnecting computer networks in the first place. IP networks are packet-switched
and uses routing algorithms in order to be fault tolerant. However, this design choice also means that
datagrams, or packets as they are commonly called, are sometimes lost, delayed, corrupted or could arrive
in a different order than they were sent. Later in this chapter, we will discuss protocols and mechanisms

that aims to make the Internet more reliable.

2.1 Traffic characteristics

Network traffic generated by time-dependent applications, especially by those that are interactive, have
distinct characteristics. Table 2.1 shows a selection of packet statistics collected from a range of time-

dependent applications [4, 15]. It shows the distribution of packet payload sizes, packet inter-arrival time



L Payload size (B) Inter-arrival time (ms) Bandwidth (avg)
Application . .
min avg max | min avg med max 1% 99% pPps Kbps
Anarchy Online 8 98 1333 7 632 449 17032 83 4195 1.6 22
Age of Conan 5 80 1460 | <1 86 57 1375 24 386 11.6 12
BZFlag 4 30 1448 | <1 24 <1 540 <1 151 41.7 31
Halo 3 (8 players) (UDP) 32 247 1264 | <1 36 33 1403 32 182 27.8 60
Halo 3 (6 players) (UDP) 32 270 280 | 32 67 66 716 64 69 14.9 36
Test Drive Unlimited (UDP) 34 80 104 | <1 40 33 298 <1 158 25 23
= | Tony Hawk’s Project 8 (UDP) | 32 90 576 | <1 308 163 4070 53 2332 3.2 5.8
ﬁ World in Conflict (server) 4 365 1361 | <1 104 100 315 <1 300 9.6 31
World in Conflict (client) 4 4 113 16 105 100 1022 44 299 9.5 44
World of Warcraft 6 26 1228 | <1 314 133 14855 <1 3785 3.2 2
Skype (2 users) (UDP) 11 111 316 | <1 30 24 20015 18 44 33.3 37
Skype (2 users) (TCP) 14 236 1267 | <1 34 40 1671 4 80 29.4 69
RDC (Windows) 8 111 1417 1 318 159 12254 2 3892 3.1 4.5
SSH (text session) 16 48 752 | <1 323 159 76610 32 3616 3.1 2.8
VNC (client) 1 8§ 106 | <1 34 8 5451 <1 517 29.4 17
VNC (server) 2 827 1448 | <1 38 <1 3557 <1 571 26.3 187
z YouTube 112 1446 1448 | <1 9 <1 1335 <1 127 | >1000 1.3K
§ HTTP download 64 1447 1448 | <1 <1 <1 186 <1 8 | >1000 14K
O | FTP download 40 1447 1448 | <1 «lI <1 339 <1 <1 | >1000 82K

Table 2.1: Packet statistics for some interactive applications

(IAT) and average bandwidth consumption in packets per second and kbps. Statistics for three non-
interactive applications have also been included for comparison, and these are shown in the last three

TOWS.

As shown in the results, the last three applications generate network traffic that attempts to consume as
much of the available bandwidth as they can get and are limited by congestion control. Traffic flows
that behave this way are commonly known as greedy streams. On the other hand, we see that the traffic
generated by the time-dependent applications have a high packet IAT and a small average packet size. In
other words, these non-greedy streams are application limited. We call flows with these characteristics

thin streams.

A third characteristic that also is quite evident, is of course variance in IAT. We will explain the impact

of having regular packet transmission intervals as opposed to varying IAT in chapter 4.

2.2 Latency requirements

To understand why thin streams have the traffic pattern they have, we need to look to the latency re-
quirements of these applications. A large majority of thin-stream applications involve user interaction,
either between users or with a remote system. From this we argue that, generally speaking, the inten-
sity of the interaction determines the requirements to the application latency and how the experienced
quality of service is affected under non-optimal conditions. In this section we describe various real-time

applications and their requirements.



2.2.1 Online games

In the last decade, we have seen so-called Massively Multiplayer Online Games (MMOGSs) exploding
in popularity [1, 19]. Fast paced and high precision games require lower latencies than games with
relatively slower interaction. Studies suggest that the threshold for tolerated latencies is around 100 ms
for first-person shooter games, 500 ms for action role-playing games and 1000 ms for real-time strategy
games [20-22]. However, professional gamers can have an actions per minute count of over 300 on
average during a game [87]. This suggests that the tolerated thresholds for some real-time strategy
games would be closer to that of first-person shooter games.

We can see from table 2.1 that the high intensity games, such as the first-person shooter games, have
slightly lower IAT than the role playing games. This is most likely due to the fact that first-person
shooters demand a higher frequency of position updates in order to be perceived as reliable. With too
much delay for position updates, the user experiences in-game lag, and objects in the game can move
erratically which contributes to a bad gaming experience [23].

2.2.2 Real-time multimedia applications

Audio/video conferencing software, IP telephony, Voice over IP (VoIP) systems, etc., are other exam-
ples of thin-stream applications. Today, we see that software like Microsoft Lync, Skype, TeamSpeak,
TeamViewer and other virtual collaboration tools are becoming increasingly popular in workplaces as

well as in homes.

Many IP telephony systems use the G.7xx series of audio compression algorithms recommended by ITU-
T [88]. For example, G.711 and G.729 have bandwidth requirements of 64 and 8 kbps respectively, and
the packet payload size is determined by the packet transmission cycle. For G.711, this cycle is typically
a few tens of milliseconds, resulting in packet sizes that are between 80 and 320 bytes [15,24]. Similarly,
the traffic generated by Skype as seen in table 2.1, has packet payload sizes that average on 236 bytes
(TCP) and have a bandwidth usage of around 69 kbps.

Web Real-Time Communications (WebRTC) is a relatively new framework, developed jointly by IETF
and W3C and being supported by Google, Opera and Mozilla. [89]. It aims to be a simple HTMLS
Application Programming Interface (API) for web developers, enabling real-time P2P communications
in the browser. It uses multiple codecs and compression algorithms, such as Opus [51] [90] (which
incorporates SILK originally developed for Skype), G.711, G.722, iLBC [52], iSAC, as well as VP8 for
video. WebRTC uses the Real-Time Transport Protocol (RTP) for transport protocol. This means that
it uses Interactive Connectivity Establishment (ICE), Traversal Using Relays around NAT (TURN), and
Session Traversal Utilities for NAT (STUN) [53-55], in addition to RTP-over-TCP, for Network Address
Translation (NAT) and firewall traversal.

For voice communications, ITU-T defines the acceptable (average) one-way transmission delay to be
around 150-200 ms, with 400 ms as the absolute maximum [25] [91] and that a gap between audio and
video (lip sync) of 45-100 ms is acceptable [26] [92,93]



2.2.3 Administrating remote systems

Another popular type of interactive application is controlling and administrating systems remotely. Ap-
plications of this type usually send instructions and commands to the remote system, either periodically
or in an event-based manner. As many of these systems operate in real time, they need to be able to react

quickly to control signals.

Four popular applications for this are Telnet, Secure Shell (SSH), Remote Desktop Connection (RDC)
and Virtual Network Computing (VNC). As seen in table 2.1, these applications create packets that are
small and have a high average IAT. This is caused by the fact that network traffic is generated when the
user interacts with the system, e.g. presses keys on his keyboard or moves the mouse cursor, but the user

interaction is not as intensive as with games described in section 2.2.1.

Studies show that the average computer user can type 33 words per minute on average when copying a
transcript, while a skilled user can type 87 words on average [15] [94]. Using a standardized word count
of five characters per word [27], this means that the average user can type 2.75 characters per second on
average and the skilled user up to an average of 7.25 characters per second. This means that 363 and 137
milliseconds will pass between each typed letter for the average and skilled user respectively.

2.2.4 High-frequency algorithmic trading

High-frequency algorithmic trading (HFT) is a field within real-time computing that is becoming in-
creasingly popular. In 2010, it was estimated that HFT accounted for 56% of the entire equity turnover
in the U.S. [28]. This has led to a technological arms race between HFT firms, with each firm trying to

be faster and smarter than the others.

While many HFT firms use proprietary algorithms in order to outperform their competitors, they also
have a need for speed. A study from 2010 shows that the speed of light! has become the bottleneck
preventing HFT traders to operate on a global level [29], so firms often implement their systems as close
to stock exchanges as possible [16]. Many of these systems have to react to events at sub-millisecond
speed [16—18]. Estimates suggests that even a 1 millisecond improvement in latency for every transaction
could be worth up to $100 million a year to a large investment bank or a broker firm [16-18] [95,96].

2.3 Thin-stream transport protocols

Although the scope of this thesis is related to problems surrounding TCP as transport protocol for thin
streams, there exist transport protocols that are designed for network transport of interactive and latency
sensitive data. Many of these protocols are, however, not as well understood as TCP and User Datagram
Protocol (UDP), and the general support for them in various networking components is uncertain. [4, 30,
31]

'Light propagates through 1 kilometre of fiber in approximately 3 microseconds.



2.3.1 User Datagram Protocol

UDP [56] is one of the simplest transport protocols, but it is nonetheless widely used for multimedia
and interactive applications where some data loss is considered acceptable. It is a stateless, connection-
less and message-oriented transport protocol, where a program can send messages (datagrams) to other
hosts over an IP network without any transmission channels or data paths set up. It maps directly to the
unreliable nature of IP; UDP offers no guarantee of delivery or ordering. Its simplicity makes it attractive
for real-time applications where error correction is not necessary or can be done on the application layer.

and where losing data (dropping a packet) is preferable to waiting for it to be retransmitted. [30, 31]

However, because of the IPv4 address space exhaustion?, home consumer devices are almost exclusively
connected to private networks behind NAT gateways. A common NAT implementation is the mapping
of program ports to actual hosts on the private network, but this proves difficult with a unidirectional
connection-less protocol like UDP [30]. Because of this, most home consumer oriented UDP-based
applications offer TCP as a fall-back protocol, since TCP is bidirectional and the host behind NAT can
initiate the connection instead. [4].

2.3.2 Real-Time Transport Protocol

RTP [57,58] is a generic protocol suitable for transporting real-time data, and is used extensively in
media streaming and VoIP implementations, together with its sibling protocol RTP Control Protocol
(RTCP). [30]

It is not really a transport-layer protocol, but is positioned in between the application layer and the
transport layer in the protocol stack. This means that the RTP interface is through a user-space RTP
implementation, and this interface is responsible for multiplexing the streams and use a suitable transport-
layer protocol to transmit the RTP packets. RTP has no built-in mechanism for retransmissions, reliability
or congestion control. It offers facilities useful for multimedia, such as timestamping and sequence
numbering, which allows for buffering and synchronizing multiple streams, e.g. an audio and video

stream.

RTP was designed to transport a wide variety of multimedia formats, and allows a format or encoding to
be specified through RTP profiles. A profile defines the codec used to encode the payload data, and an
RTP packet can contain multiple encodings of the same data [30].

Figure 2.1 illustrates how RTP packets are encapsulated. Most RTP implementations use UDP, but it is
possible to send RTP over other transport protocols, such as TCP. This means that RTP is at the mercy

of the behaviour and treatment of the transport-layer protocol it uses.

http://www.ripe.net/internet-coordination/ipv4-exhaustion
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RTP payload

UDP/TCP payload

IP payload

Ethernet payload

Figure 2.1: RTP encapsulation

2.4 Transmission Control Protocol

TCP, defined by RFC 793 [59] and updated by RFC 1122 [60], is a data transport protocol specifically
designed to provide a reliable, end-to-end data delivery service over an unreliable data forwarding plane.
It complements the best-effort, connection-less packet-switching design of IP networks by adding means
for reliable, connection-oriented in-order data transmission, flow control and adaptiveness to network
congestion. It is considered one of the core protocols of the Internet protocol suite, and the Internet
today is in fact so dependent on TCP, that the suite is often referred to as TCP/IP [30,31] [97].

TCP will establish, maintain and tear down a full duplex, reliable byte stream between two processes
running on separate hosts over an interconnected network. Seen from the application, this byte stream
works like a pipe, where data (bytes) go in at one end and arrives at the other, in-order and error free,
thus making the underlying architecture transparent®. [59,61] [32]

TCP divides chunks of bytes into segments. These segments consist of a 20-byte fixed header (plus
an optional part) followed by zero or more data bytes. Segments are encapsulated in, and sent as, IP
datagrams, thus the segment’s length is restricted by the maximum IP payload size (65,515 bytes [50]) in
addition to the network Maximum Transfer Unit (MTU). which generally is 1500 bytes — the same as
the Ethernet payload size [30]. This means that the Maximum Segment Size (MSS), the size of the largest
possible packet that will not be fragmented, is MSS = MTU — IP header length — TCP header length.
TCP segments are essentially the same as packets or datagrams, and the names are used interchangeably
throughout the literature, even though strictly speaking "packets" would refer to packets from an IP layer
point-of-view, while "datagrams" would be packets with data payload (i.e. UDP datagrams). We will use

segments when talking about TCP packets, with or without data payload.

Since segments can be lost, e.g. due to network congestion, TCP uses retransmission to ensure reliability.
Each byte is given a sequence number. When a sender transmits a segment, it gives the segment a

sequence number corresponding to the first byte in that segment and starts a timer. The receiver explicitly

3In this context, transparency means that the running program only sees a handle (socket, see 2.4.2) provided by TCP to this
byte stream "pipe". This handle has a simple API: connect, write, read and close. The "gory details" of the network is hidden

from the program. Please refer to the literature for more details. [30] [59] [98]
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Figure 2.2: The TCP header

notifies the sender about a received segment by sending back an acknowledgement (ACK), accounting
for the highest byte in the received segment. If a segment remains unacknowledged after the timer goes
off, the segment is assumed lost and retransmitted (until acknowledged by the receiver). Segments can
also arrive out of order, e.g. due to routing changes, so to ensure in-order delivery to the application,
TCP uses a sliding window algorithm with cumulative acknowledgement, which is described in section
2.4.3.

2.4.1 Header layout

Figure 2.2 shows the TCP segment header, which every TCP segment begins with. The header may be
followed by a set of header options. After the options, if any, the data bytes may follow, but segments
without any payload is allowed and is commonly used for ACKs and other control messages. The
segment header structure is, as defined in RFCs 793, 1122, 3168 and 3540 [59, 60, 62,63], as follows:

Source port (16 bits): Identifies the sending port.
Destination port (16 bits): Identifies the receiving port.

Sequence number (32 bits): The sequence number of the first data byte of this segment (every byte is
given a sequence number in a TCP stream). The first sequence number is chosen randomly by the

host initiating the connection, so it does not necessarily start on 1.

Acknowledgement number (32 bits): The sequence number of the next byte expected (not the last

correctly received).

Header length (4 bits): Specifies how long the header is, in 32-bits words (5 = no options). Maximum
value is 2* — 1 = 15 words, 40 bytes of options.

Reserved (3 bits): For future use, and should be set to zero.
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Flags (9 bits): Nine control bits, see table 2.2.

Window size (16 bits): The size of the receive window; the number of bytes the sender of this segment

is willing to receive (see 2.4.4).
Checksum (16 bits): Checksum for data integrity. Should add up to 0.

Urgent pointer (16 bits): See the description for the URG flag below.

Table 2.2 shows the nine different control bits, or "flags", used by TCP. NS, CWR and ECE are used
for a congestion notification technique called Explicit Congestion Notification (ECN) [62]. If the URG
flag is set, this field indicates a byte offset from the current sequence number at which urgent data in
the segment begins. It can be used to transfer out-of-band interrupt style signalling data, for applications
like Telnet [64]. The ACK flag indicates that the packet contains an acknowledgement, all packets after
the initial SYN packet should have this set. The PSH flag is used for quick transmission, indicating that
data in buffers should be delivered to the application. In other words, data in sender-side buffers should
be sent at once, while data in receiver-side buffers should be "pushed" to the application at once. The
RST, SYN and FIN flags are used to reset, synchronize (initiate) and terminate a connection respectively.
[30,31] [99]

As specified in RFC 793 [59], we can have a variable amount of additional options after the initial, fixed-
size segment header. Each TCP option is a three field value: Option kind (1 byte), option length (1 byte)
and option data (variable length). Figure 2.3 shows how an example of TCP option layout in the options

field with three options. Note that option 1 and 3 are padded to align with 32-bits.

Three commonly used TCP options are selective acknowledgement (SACK) [65], receiver window scal-
ing and TCP timestamp [66]. A TCP sender sending its timestamp in headers are used for improved
round-trip delay time (RTT) measurement and for better assessing when the sequence number has

wrapped. SACK is further explained in 2.4.3, and window scaling is explained in 2.4.4.

The TCP header and IP header may be compressed, as proposed in RFC 1144 [67].

NS | ECN nonce concealment protector
CWR | Congestion window reduced
ECE | ECN echo
URG | Urgent pointer is significant
ACK | Acknowledgement number is significant
PSH | Push buffered data to the receiving application
RST | Reset the connection
SYN | Synchronize sequence numbers

FIN | No more data from sender (finalize)

Table 2.2: TCP header control flags
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Figure 2.3: Example of TCP header options
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Figure 2.4: Connection handling in TCP

2.4.2 Connection management

TCP establishes a connection-oriented byte stream between two processes, either on the same machine
or two different hosts. The hosts are uniquely identified by the network layer addressing scheme, i.e.
IP addresses. A process is in turn identified by a port number. An address and a port number forms
what is called a socket, and a pair of sockets uniquely identifies a TCP connection. This allows multiple
processes within a single host to use TCP simultaneously, and a socket may be used for multiple streams
[59]. In other words, services, such as HyperText Transfer Protocol (HTTP) and File Transfer Protocol
(FTP), can be bound to well-known ports, and many clients can connect to the same service on the same
server [68] [30].

Figure 2.4 shows how TCP establishes and tears down a connection. The connection is established using
a three-way handshake. The initiator, Host 1, sends a segment with the SYN flag set, Host 2 replies with
a segment with both the SYN and ACK flag set, and finally Host 1 acknowledges the active connection
with an ACK. Note that the sequence number does not necessarily begin at 1. A TCP sender will choose

a random starting number [30,31]. This is a security measure to prevent a malicious user from guessing
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the ACK number and leaving the receiver in a half-open state [30].

In addition to synchronizing the sequence numbers, by setting the sequence number and acknowledge-
ment number as shown in fig. 2.4a, other tasks may be performed, such as determining the MSS (RFC
1191 [69]) or scaling the window size (RFC 1323 [66]). A proposed extension called TCP fast open
(TFO) improves performance by allowing data to be sent with the opening SYN segments [100, 101].

Tearing down a connection can be done in different ways depending on the implementation, either by a
four-way handshake — where both sides terminate the connection independently as shown in fig. 2.4b
— or by a three-way handshake. The three-way handshake is similar to the four-way, but where both the
ACK and FIN flags are set for the same segment. The latter is perhaps the most common method [99].

There are some issues with the three-way-handshake and connection tear-down: Delayed segments that
arrive after the connection is terminated may lead to confusion if there are any subsequent streams, i.e.
the receiver might think that the segments belongs to the current rather than the previous connection.
So-called "half open" connections — where one side has terminated while the other has not — may also
occur if some of these segments are lost. A more detailed explanation of connection handling in TCP can
be found in literature [30] and in RFC 793 [59]. Stream termination and implementation considerations
are further explained in RFC 1122 [60].

2.4.3 Data transfer

As mentioned previously in this chapter, every byte belonging to a TCP stream is given its own sequence
number, and chunks of bytes are sent as segments. Segments are explicitly acknowledged by the receiver,
by setting the ACK flag and the acknowledgement number to the next expected byte. Each segment
header has both a sequence number and an acknowledgement number, allowing data to be transferred
both ways (full duplex). In other words, ACKs can piggy-back on data segments, or they can be sent as
stand-alone segments if there is no data to send back (packets containing only the header, zero-length

payload).

If a segment is lost somewhere along the line from sender to receiver, it has to be retransmitted. Es-
sentially, when TCP sends a segment it also starts a timer for that segment. If an ACK is received
acknowledging the segment, the timer is cancelled and the next segment is sent. If the timer times out
and no ACK for that segment is received, the segment is re-transmitted. How this time-out interval is

calculated is explained in section 2.5.5.

The capability of retransmitting lost segments is achieved through buffering. The sender temporarily
stores unacknowledged segments in a buffer. Figure 2.5 shows how this works. For simplicity, the
sequence and acknowledgement numbers is the same as the segment number, while in reality, it would be
a byte count. Host 1 transmits first segments 0-3, but segment 2 is lost (or massively delayed) somewhere
along the line. The receiver sends an ACK every time it receives a segment, but since it has not received
segment 2, it can not accept segment 3, and therefore replies that segment 2 is still the next expected
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Figure 2.5: Retransmission in TCP
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Figure 2.6: TCP sender-side buffer

segment. Segment 2 (and 3) is retransmitted after its time-out. Note that the sender does not send one
segment and wait for an ACK and then sends the next, but rather sends an entire window of segments.

This is what is called a sliding window protocol, and is explained further in section 2.4.4.

However, transmitted segments can be lost both ways — in other words, acknowledgements may also be
lost. To prevent unnecessary retransmissions if an ACK is lost, TCP uses a mechanism called camulative
acknowledgements. Figure 2.7 illustrates this. The ACK for segment 2 (ack=3) is lost, but the ACK for
segment 3 (ack=4) is received before the time-out for segment 2 goes off. The sender then knows that

the segment was actually received, thus no retransmission of that segment is required.

The combination of the sliding window and cumulative ACKs is essentially what is called a "Go-Back-
N" active repeat request (ARQ). Although simple to implement, "Go-Back-N" is not very efficient. Even
though the receiver may choose to buffer out-of-order segments that are within the window size —

which in the example in figure 2.5 would be segment 3 — with cumulative ACKs, the sender can not
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Figure 2.7: Cumulative acknowledgement in TCP

know whether it has been received or not, and thus has to resend it.

This is addressed by RFC 2018 [65], which makes it optional for TCP hosts to implement SACK*.
Similar to the "Selective Repeat" ARQ [30], the receiver explicitly tells the sender which segments were
lost and which were received. This is done by using header options for reporting information about

received segments back to the sender. [70]

RFC 2883 [71] extends SACKs even further, by introducing duplicate selective acknowledgement (DSACK),
which allows the receiver to notify the sender about the sequence numbers of the segments that triggered
the ACK, thus allowing the sender to infer the order of segments received and from this understand when

it has unnecessarily retransmitted a packet. The sender uses this to (better) assess the network loss.

2.4.4 Flow control

In addition to offering reliability (in form of explicit acknowledging received data), TCP also has mech-
anisms to manage the data rate between a TCP sender and a receiver. Although they somewhat overlap,

it is important to distinguish flow control from congestion control. The latter is explained section 2.5.

As mentioned in section 2.4.3, a TCP sender transmits an entire window of segments rather than trans-
mitting one segment at the time. The size of this window is set by the receiver, by setting the "window
size field" in the ACK segment header, and the value in this field is interpreted by the sender as how

many bytes the receiver is willing to accept next. This is what is called the receive window (rwnd). [72]

*A study from 2011 on Google web servers shows that 96% of all connections supported SACK [7]
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Figure 2.8: Flow control in TCP

In figure 2.5, rwnd is 4 x MSS. When the time-out for segment 2 occurs, the sender can transmit segment
3-5 as well, since the successful arrival of segment 0 and 1 means that the window "slides" two segments.
Figure 2.6 shows how this works. A more detailed explanation of the sliding window and "Go-Back-N"

ARQ mechanism can be found in literature. [30,31]

By adjusting rwnd and setting the window size corresponding to the available receive buffer, a TCP
receiver can notify the sender that it is currently being overwhelmed and that the sender needs to slow
down the transmission rate. Figure 2.8 outlines how this work. While the window size is 0, the sender
may not send any segments, but there are two exceptions: urgent data may be sent — for example so that
the user can kill a remote application — and an empty segment can be sent so it forces the receiver to re-
announce the acknowledgement number and window size. This is to prevent deadlocks should window

size announcements be lost. [30]

When a network has a large bandwidth-delay product (BDP), the maximum possible window size be-
comes too small: 216 = 65, 535 bytes (=~ 64 kB) is simply not large enough to accommodate the band-
width of these high-capacity links. Large BDP networks are known as long fat networks (LFNs) [73],
and RFC 1323 [66] deal with these by specifying a byte shift count in a header option field, thus allowing
rwnd to be the value of the window size field left shifted by the value in the shift count. A maximum
value of 14 may be used for the shift count, allowing rwnd to be increased to a maximum value of
216 214 — 916+14 _ 930 bytes (=~ 1 GB). This is called TCP window scaling.
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Figure 2.9: TCP segment transmission time-line with and without Nagle’s algorithm

2.5 Congestion control in TCP

While reliable data transfer is achieved through explicitly acknowledging received segments (packets),
TCP also aims to be robust in the event of network congestion. TCP assumes packet loss in the network
is due to increasing load and congestion building up. TCP therefore has mechanisms to adapt to this and
limit the data rate to try to avoid this. The Internet relies on this adaptiveness, and is why the Internet

protocol suite is referred to as TCP/IP.

2.5.1 Nagle’s algorithm

Network congestion was identified as a potential serious problem as early as 1984 by John Nagle, and
congestion collapse was described in RFC 896 [74]. One of the identified problems is what Nagle called
the "small packet problem", where an application frequently delivers tiny chunks of data to be sent over
TCP, e.g. an interactive Telnet [64] session that reacts on every single keystroke. This means that a host
could, in a worst case scenario, transmit a 41-byte packet (segment header + 1 byte character) for 1 byte

of useful data, and it would do so repeatedly.

Nagle proposed what is known as Nagle’s algorithm to reduce the number of small segments sent, which
is widely used by TCP implementations today [60]. The main idea is simple: buffer data chunks until
they fill up an MSS-sized segment. Figure 2.9 shows how this works.

The algorithm is simple: whenever data is pushed from the application, buffer it until either the size of
the segment reaches an MSS, or to a timer goes off. The latter ensures that data is ultimately sent if the

applications stops pushing data. However, when a data segment is received, the current buffer can be
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"flushed", as in sent as data payload with the ACK. This is because the ACK must be sent back anyway,

so we can just allow the data buffered until now to piggy-back on that.

In the light of today’s computers and networks, the algorithm has lost much of its relevance. Computers
are vastly more powerful than at the time the algorithm was conceived. The network capacity is also
much greater, and real-time applications relying on speedy transmission of data is becoming increasingly
more common. Yet the algorithm is still enabled by default on many OSes. The double latency resulted
by combining Nagle’s algorithm with delayed acknowledgements, described in the next section, makes

it terrible for interactive applications [4,31].

2.5.2 Delayed acknowledgements

Let us revisit figure 2.7. Since ACKs are cumulative, it is unnecessary to send an ACK for every single
segment when, strictly speaking, one ACK would suffice in the event that the entire window was received
properly. In the case of of figure 2.7, an ACK for segment 3 (ack=4) and again for segment 7 (ack==8)
would be enough.

This is exactly what RFC 1122 [60] recommends. Similar to Nagle’s algorithm on sender-side, ACKs
too can be delayed on the receiver-side to cover multiple segments. Two limitations are necessary, an
ACK delay must not exceed 500 ms (the Linux kernel uses 200 ms [4]) and at least one ACK should be
sent for every other segment received. The first requirement is self-explanatory, we do not want to trigger
a retransmission as it would defeat the purpose. The latter requirement is needed because delaying ACKs
disturbs RTT estimation. [4,31]

If reordering is detected, then delayed ACKs must be disabled. Delayed ACKs is enabled by default in
the Linux kernel [102].

2.5.3 Congestion window

The breakthrough in TCP congestion control came with the introduction of the congestion window
(cwnd) in a paper by Van Jacobson in 1988 [10]. In section 2.4.4 we explained that TCP can control the
sender rate by using a receiver advertised window (rwnd); while rwnd allows a TCP sender to react to
the receiver’s capacity, a mechanism to deal with the network capacity is needed. The solution was to
introduce a second window, namely the cwnd. A TCP sender will always choose the minimum of the
two windows when determining how much it should transmit. The size of cwnd is determined during

TCP’s four stages of congestion avoidance, which are described in RFC 5681 [72].

The specification differentiates between sender’s MSS (SMSS) and receiver’s MSS (RMSS), but in the
following explanation we will keep it simple and use only MSS for describing the maximum size of a
non-fragmented segment across the line. The specification also states that cwnd should be calculated
as a number of bytes, many OSes (including Linux) uses number of MSS-sized segments instead of
bytes [15].
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Figure 2.10: TCP slow start and congestion avoidance

Slow start

The first stage is used for determining the maximum available bandwidth the stream has. Although not

slow at all, but slow compared to the original start-up stage in TCP, this stage is called slow start [30].

When the connection is established, the sender sets cwnd to the size of an MSS. If this segment is
ACKed before the retransmission time-out (RTO) goes off, it adds another MSS to cwnd. If these
2 segments are ACKed successfully, the sender increases the window to 4 x MSS and then again to
8 x MSS and so on. In other words, the window size increases exponentially for each RTT as long as
the segments are successfully ACKed. It does so until loss is detected or until the slow start threshold
value (ssthresh) is reached.

Lost segments are interpreted as a sign of congestion building up in the network. If an RTO is triggered,
ssthresh is set to cwnd/2, and cwnd is reset to its initial value. According to the specification [72],
the initial ssthresh can be set arbitrarily high, but many implementations usually set it to 64 kBs

[30,31]. When cwnd exceeds ssthresh, the sender goes to the congestion avoidance stage.

Congestion avoidance

In the congestion avoidance stage, the window is incremented only by one MSS each RTT until loss is
detected. On RTO, the sender sets ssthresh to cwnd/2, and goes back to slow start.

This additive increase on success and halving of ssthresh on loss, is called additive increase —
multiplicative decrease (AIMD) and is essential to how the TCP transmission rate over time converges
against the available capacity in the network. Figure 2.10 depicts how cwnd and ssthresh increases

and decreases during these two stages and how they react to an RTO.
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Fast retransmit

When a segment is lost from a transmitted window, the receiver will ACK the last received in-order
segment. This can be used to infer that if the sender receives a duplicate acknowledgement (dupACK)

for a sent window then the sent segment was not received properly (either out of order or lost).

The fast retransmit stage exploits this. If three dupACKSs is received, the sender can be fairly certain that
the segment is lost and not simply re-ordered by the network [31] [72]. Instead of waiting for an RTO to

be triggered for the lost segment, the sender simply retransmits the segment "here and now".

RFC 5681 [72] states that during the fast retransmit stage, the sender must artificially inflate the window
to compensate for the segments that triggered the three dupACKs. These data segments were in fact
properly received, and are now in the receiver’s buffer and not in the network. The specification states
that ssthresh should be set to cwnd/2, and cwnd is then set to ssthresh + 3 x MSS.

In addition, when performing the fast retransmit, a timer should be started. If the segment that led to
the three dupACKs is recovered before this timer times out, a fast recovery is performed. Otherwise, the

sender should go back to slow start.

Forward acknowledgement (FACK) is an extension to SACK that keeps track of the amount of data that
has been received, and allows a sender to trigger a fast retransmit when it receives SACK information
indicating loss of at least three segments [31,33]. It does this by assuming that all segments with a lower

sequence number than the highest SACKed segment are lost.

Fast recovery

If a fast retransmit is triggered and the segment that led to the fast retransmit is recovered, the sender
performs a fast recover and sets cwnd to the value of ssthresh and goes to congestion avoidance
rather than going back to slow start. This is because the sender can assume the segment was lost due to
sporadic loss in the network, and not due to congestion, since the subsequent segments was successfully
received by the receiver. [72] [4,30,31]

Figure 2.11 shows how fast recovery works. The blue line depicts cwnd through the start-up (slow
start) and into the congestion avoidance stage. At around the 8th RTT a fast retransmit is triggered,
and the sender halves ssthresh. The blue line shows cwnd if the lost segment that lead to the fast
retransmit is recovered (ACKed by the receiver before the fast retransmit time-out) and the sender goes
to the congestion avoidance stage instead of going back to slow start. The red dotted line depicts what
happens if the lost segment that triggered fast retransmit is not recovered, where the sender goes back to

slow start.
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Figure 2.12: Fast recovery cycles in a J-Sim implementation of TCP Reno

Improved fast recovery

While traditional fast recovery is left upon receiving the first non-dupACK, multiple losses may still
occur in the same window. A sender implementing a traditional fast retransmit + fast recovery will in
that case leave and enter a fast retransmit + fast recovery cycle for each loss (and halve the window size
each time!). Figure 2.12 shows a plot of cwnd for a TCP implementation in J-Sim using traditional fast
recovery. The loss is caused by a bottlenecked router, so the lost segments are all from the same window.

Notice how the fast retransmit and fast recovery cycle is entered three times.

RFC 6582 [75] proposes that the sender should stay in fast recovery until all the lost segments from the
same window is acknowledged. To do so, the sender keeps track of the highest sent sequence number.
When receiving three dupACKs and performing fast retransmit and fast recovery, the sender uses this

stored sequence number to check whether the window is now accounted for or if there still are missing
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segments. ACKSs that cover the highest sent sequence number is considered a "full" ACK and mean that
the window is recovered. ACKs that only account for some of the segments, are considered "partial"

ACKs, and these are used for discovering "gaps" in the window. [4,5,31]

For example, imagine the scenario where a sender has transmitted segments 1, 2, 3, 4, 5 and 6, but 2
and 4 are lost along the way. The first "gap", the missing segment 2, is discovered when three dupACKs
acknowledging only segment 1 are received (the receiver creates dupACKs upon receiving segment 3, 5
and 6). The sender then enters fast retransmit + fast recovery and retransmits 2, but stays in fast recovery.
The receiver replies with an ACK accounting for 1-3 upon receiving segment 2 ("partial" ACK), thus
allowing the sender to discover this new "gap", the missing segment 4, which is also retransmitted. After
receiving segment 4, the receiver has now received the entire window, and sends an ACK acknowledging
1-6 ("full" ACK). TCP can now leave fast recovery, and cwnd is halved as usual. If a full ACK never

arrives, an RTO will eventually occur and the sender will go to slow start.

However, this partial ACK mechanism is somewhat flawed. Without SACK, TCP is unable to distin-
guish between dupACKSs caused by spurious retransmissions and dupACKs properly indicating loss. For
example, if segments are reordered by the network by more than three segments, TCP mistakenly enters
fast retransmit + fast recovery. But as the reordered segments are received, the acknowledgement num-
ber progresses and the sender then further mistakes these ACKs for partial ACKs indicating "gaps", and

retransmits segments that are already received. [31]

2.5.4 Window algorithm variants

Although most TCP implementations incorporates the concepts and functionality we have described up to
now, some variations exists. Today, there are many different variants for a variety of purposes. Examples
include TCP Westwood+ [103], HighSpeed TCP [76], Compound TCP [104] and Data Center TCP [34].
The differences between the various implementations lie mostly in the congestion control mechanisms.

The first "modern" TCP implementation, was TCP Tahoe — a name given after the OS it was imple-
mented in 4.3BSD-Tahoe. It came as a result of work with congestion collapse in ARPANET by Van
Jacobson and the paper that followed [10]. TCP Reno (named after 4.3BSD-Reno) soon came after; the
first implementation to support all four congestion control stages: slow start, congestion avoidance, fast
retransmit and (traditional) fast recovery [4] [105]. We will in this section focus on the implementations

most commonly used in the Linux kernel.

TCP NewReno

RFC 3782 [77] (updated by RFC 6582 [75]) defined an algorithm variant called NewReno. It uses the
improved fast recovery stage instead of the traditional to detect multiple drops from the same window
(see 2.5.3). NewReno was until recently the default TCP variation in many OSes, including the Linux
kernel until version 2.6.8. In recent times, most implementations of Reno and NewReno also support
SACK and DSACK in addition to forward RTO recovery (F-RTO) [78]. This reduces the problem with
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indistinguishable dupACKs (explained in 2.5.3), but doesn’t eliminate the problem entirely. This has
been cited as one of the reasons it isn’t the default congestion control in newer versions of the kernel
[106]. The other reasons are related to poor scalability in networks with high BDP.

TCP Vegas

TCP Vegas [35] modifies Reno and adds fine-grained timers to TCP and tries to predict congestion
based on variations in the RTT rather than packet loss. It also dynamically calculated the RTO, thus
allowed quicker retransmissions of lost segments. However, the algorithm has a less aggressive slow
start-stage, increasing cwnd every other RTT rather than every RTT, like e.g. Reno. This means that
while it is effective in an all-Vegas environment [35], it is outperformed by more aggressive algorithms
in terms of goodput when competing with these [107]. Vegas is implemented in the Linux kernel [108]
and FreeBSD [109], and is the default congestion avoidance algorithm for the DD-WRT firmware (v24
SP2) [110].

TCP CUBIC

The demands for fast transfer of large data volumes are ever increasing, and window scaling can only
do so much. Binary increase congestion control (BIC) and its successor, CUBIC, are variants of TCP

congestion control aimed at scaling for LENs. [36] [111] [5]

The key concept of BIC is its window growth function: BIC maintains two variables, cwnd,,;, and
cwndpez. Whenever packet loss occurs, cwnd, g, is set to the value of cwnd, cwnd is reduced by
a multiplicative factor S and cwnd,,;, is set to the value of cwnd after the reduction. Then BIC sets
its cwnd to the midpoint between cwnd,,;; and cwnd;,... This works because since packet loss oc-
curred at cwnd,,qz, the window size the network can handle must be somewhere between cwnd,,;, and
cwndmaz- [36] [111]

To prevent a too aggressive growth, BIC defines a fixed constant S,,,4., so that if the difference between
the midpoint and cwnd,,;, is greater than S),,,, BIC increments by S,,,, instead. If no packet loss
occurs when incrementing cwnd, cwnd,:y, is set to the value of cwnd. If the window incrementation is
smaller than a fixed constant S,,,;,,, cwnd is set to the current maximum. These two threshold values en-
sure that after packet loss, the window growth function will resemble a linear function (additive increase
stage) followed by a logarithmic function (binary search stage). When cwnd grows beyond cwndqq,
BIC enters a stage where it "probes” for the new maximum value by using a growth function symmetrical
to the functions in additive increase and binary search — exponentially at first and then linearly. The
three stages are illustrated in figure 2.13a.

To summarize the algorithm:
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Figure 2.13: Congestion window growth stages

* Whenever cwnd is successfully increased and no loss occurs, cwnd,,;, is updated and set to the

value of cwnd (cwnd,;n < cwnd).

* Whenever loss is detected, cwnd,,q, 1S updated and set to the current value of cwnd, cwnd is
reduced by a multiplicative factor 5 and then cwnd,,;, is set to the value of cwnd (cwndae
cwnd, then cwnd < cwnd/f, then cwnd,,;, < cwnd).

* Foreach RTT, cwnd is set to the midpoint between cwnd,,;, and cwndy,q, (cwnd <— cwndin+
| (cwndimaz — cwndpmin)/2]). If cwnd grows beyond cwnd,yq,, BIC "probes" for a new maxi-

mum by updating cwnd, 4, for every successful incrementation.

Even though BIC achieves relatively good fairness, its growth function was too aggressive in networks
with short RTTs or with low bandwidth. In addition to this, the different growth stages added complexity
to the algorithm. CUBIC is a simplified algorithm, which aims to improve the fairness when competing
with other TCP implementations. It does so by replacing the stages in BIC with a single cubic function

to calculate the window size. [111] [4, 5]

The cubic function that replaces the different stages in BIC can be expressed as:

d
cwnd « C x (T — i W) + cwndymag 2.1)

where C' is a scaling constant, and 7" is the elapsed time. As with BIC, 3 is the multiplicative decrease
factor after a loss event. The authors of BIC and CUBIC argue that 0.4 is a good value for C, 160 is a
good value for 5,4, and 0.2 is a good value for 3. [111]

As illustrated in figure 2.13b, the window growth is similar to BIC, but CUBIC is much more "careful"
around cwnd,q;. The authors of CUBIC argue that using the elapsed time instead of relying on RTT
yields a reasonable convergence speed and that CUBIC is more fair towards other streams than BIC.
CUBIC also behaves better than other RTT-dependent algorithms in networks with a short RTT or low
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BDP, but in order to be able to compete in these kind of networks, CUBIC — like many other high-speed

TCP variants — has a fall-back mode which it uses if the window growth is too modest. [5] [111]

Until version 2.6.8, NewReno was the default TCP congestion control algorithm in the Linux kernel.
BIC was the default from version 2.6.8 to 2.6.19, and CUBIC has been the default since. As of version 9
and onward, CUBIC is also available in FreeBSD [112,113].

2.5.5 Retransmission time-out calculation

We mentioned in section 2.4.3 that TCP calculates a RTO for when segments should be retransmitted.
This time-out interval relies on an estimation of the network latency, which TCP does by constantly
measuring the RTT — the elapsed time between sending a byte with a certain sequence number and
receiving an ACK acknowledging that specific byte.

More specifically, RFC 6298 [79] specifies that a TCP sender should keep track of the smoothed RTT
(SRTT) and the variance (RTTVAR). The RTT should be measured at least once for each RTT?, and Karn'’s
algorithm must be used when taking RTT measurements. Karn’s algorithm states that RTT measurement
from retransmitted segments must be ignored because it is ambiguous whether the ACK acknowledges
the segment from the previous transmission (the ACK is simply delayed) or if it acknowledges the current

retransmission.

Initially, the RT'O should be set to 1 second. After the first RTT measurement, a host should set its SRTT
to this value, while RTTVAR should be set to %. Ignoring the clock granularity, whenever a new RTT
measurement RTT’ subsequently is made, the host should compute the following

RTTVAR < (1 — 3) x RTTVAR + 3 x |SRTT — RTT’| (2.2)

SRTT < (1 — a) X SRTT + a x RTT’ (2.3)
where o = é and § = i according to the specification [79]. « says how strong new measurements
should influence the SRTT, and 8 determines how quick RTOs should be triggered [31].

The RTO should then be calculated as

RTO < SRTT + 4 x RTTVAR (2.4)

If RTO is less than 1 second, it should be rounded up to 1 second [79], but some OSes (like Linux) have
a lower value for this RT'O,,,;, to avoid unnecessary high retransmission delays. However, choosing a
very low RTO,,;,, may trigger retransmission even though the segment is received and an ACK is under

way. If achieving a higher throughput is the goal, this is a waste of resources [4, 5].

Whenever a RTO goes off and a segment is retransmitted, RFC 6298 [79] mandates that the RTO interval

must be doubled for each successive retransmission of a segment until it is acknowledged. This is known

SRFC 1323 [66] suggests that TCP connections that uses large windows should take several RTT measurements per window

to avoid aliasing effects in the estimated RTT.
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as exponential back-off and is a mechanism to prevent congestion collapse should severe congestion

build up in the network, allowing streams to entirely withdraw from trying to transmit.

2.6 Thin-stream modifications to TCP

Due to TCP delivering data in-order, when a segment is lost and has to be retransmitted, the receiving
application is blocked until the lost segment is successfully delivered and TCP can push that and subse-
quent segments to the application — even if all of the subsequent segments are received properly. This
is often referred to as HOL blocking. Greedy streams are able to compensate for the delay introduced
by waiting for an RTO by triggering retransmission already on three dupACKSs, as explained in section
2.5.3. SACK and FACK improves this further, by supplying the sender with more detailed information

about lost segments so that fast retransmit can be triggered faster [6,31].

Thin streams are not as lucky. They have a high inter-transmission time (ITT) between data segments
(relative to the RTT), which means that they are prone to have very few packets in flight (PIFs). When
the number of PIF is lower than four, something that is very likely for most of the application-limited
streams shown in table 2.1, a serious problem occurs: there simply are not enough transmitted segments
to trigger a fast retransmit + fast recovery cycle if the window is lost. The implication of this is that not
only do thin streams react much later to congestion than greedy streams, but they also suffer horrible

latencies caused by retransmission delays. [4-6, 8, 15]

Other types of application-limited streams are also affected by the three dupACKs limit for triggering
fast retransmit. TCP streams such as bursty and short-lived® HTTP streams are vulnerable to tail loss —
dropped segments at the end of the stream. This can have a serious impact on the stream’s completion
time [80,81] [8,38,39]. Because the lost segments are among the last segments, the number of subsequent
segments are not enough to trigger three dupACKs and the lost segments can only be recovered after a

time-out.

Analysis of Google web server traffic show that almost 70% of retransmissions for short-lived HTTP
connections are triggered by an RTO and only 24% are recovered by fast recovery, while longer-lived
HTTP connections streaming YouTube video, RTO triggered retransmits account for 46% of the retrans-

missions [7].

2.6.1 TCP smart framing

A TCP stream sending fewer than seven MSS-sized segments, i.e. 10 kBs spread out over 1460-byte-
sized segments, has no chance of triggering a fast retransmit. To make the matter even worse, if the
receiver uses delayed ACKs as explained in section 2.5.2, a stream sending less than ten segments will

never trigger a fast retransmit.

8Short-lived flows usually transmit only a handful of segments, with average lengths no longer than 10 kB [7,8,37]
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A modification attempting to reduce the flow completion time for short-lived streams is TCP smart
framing (TCP-SF) [8] [114]. In order to increase the number of ACKs, the full-sized segments are
divided into smaller sized segments. Not only does this increase the chance of getting three dupACKs,
but it also increases the accuracy of the RTT sampling, which leads to an improved RTO calculation.
This means that the penalty of the high initial RTO value for networks with a short RTT is alleviated.

It is argued that as long as the stream short-lived and transmits little data, the added load of sending more
but smaller segments compared to sending fewer but larger segments is minimal [8]. This means that

Nagle’s algorithm, explained in section 2.5.1, must be disabled when using TCP-SF.

TCP-SF operates with an alternative MSS, which can be expressed as

d, .
MSS ¢ _CWnCinit 2.5)
cwndipresh

where cwnd;,,¢ is the initial cwnd size, and cwndpresn, 1S @ threshold value. The threshold value
determines when to use the alternative MSS and when to use the default MSS. In other words, if cwnd <
cwndpresh then MSS;; is used; otherwise the default MSS is used. The authors suggest that because
triggering a fast retransmit requires three dupACKSs, cwndyp,esp, should be 4 [8]. This corresponds to

the PIF limitation mentioned above.

For each in-sequence ACK received, the MSS should be increased with a factor a. The authors suggest
using a = 1.32, but it can also be 0 for simple implementations which means that a fixed minimum MSS
is used [8] [114]. As soon as cwnd reaches the threshold, cwnd;p,esp, = 4, the default MSS should be

used.

TCP-SF is not implemented in the Linux kernel. The modification is beneficial when large segments,
i.e. MSS-sized segments, are sent as smaller-sized segments. However, as seen in table 2.1, thin streams

often send small packets, which means that there is not a lot of data to divide into smaller segments.

2.6.2 Early retransmit

RFC 5827 [80] addresses the limitations surrounding PIF and the threshold of three dupACKs for trig-
gering a fast retransmit. A mechanism called early retransmit (ER) is proposed, which allows the TCP

sender to require fewer dupACKs before it performs a fast retransmit in some circumstances.

The mechanism is quite conservative, only allowing the number of required dupACKs to be reduced if
the amount of outstanding data is less than four segments and if the sender is otherwise inhibited from
sending new data — either that the advertised rwnd does not permit new data to be sent, or that there is

no new data ready in the sender’s transmit buffer.

However, as explained in 2.5.3, the reasoning behind the choice for requiring three dupACKs before trig-
gering fast retransmit, is to be fairly certain that the dupACKs are caused by a packet loss and not network
re-ordering [31]. This means that ER is prone to creating spurious retransmissions for application-limited

streams in networks where packet re-ordering is prevalent, but is somewhat more reliable when used in
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conjunction with SACK enabled and delayed ACKs disabled [80]. Even so, the RFC recommends dis-
abling ER in case the stream has detected re-ordering. Studies show that adding a small delay to early
retransmissions is effective in preventing spurious retransmissions due to re-ordering because it gives the

ACKs time to arrive and cancel the pending retransmit [7].

ER was implemented in the Linux kernel in version 3.5 [115] and is enabled by default [101].

2.6.3 Modified fast retransmit

Another improvement dealing with the problem of number of dupACKs contra the number of PIF, is
MEFR. Similarly to ER, it aims to reduce the number of dupACK required to trigger a fast retransmit.
Unlike ER however — where both the cwnd and outstanding bytes not yet transmitted determines the
number of dupACKs required to trigger a fast retransmit — MFR enters fast retransmit already on the
first received dupACK (as long as the stream has fewer than four PIF) [4].

This faster fast retransmit is beneficial since the sender avoids going back to slow start and avoids trig-
gering exponential back-off. Although going back to slow start or not has little effect on a thin stream, as
long as the implementation calculates the initial cwnd as a factor of MSSes [5], avoiding having to wait
for an RTO and avoiding increasing the RTO time (exponentially) is hugely beneficial in terms of reduc-
ing application latency introduced by retransmission delays. It is argued that the lowered retransmission
delay justifies the risk of potentially creating unnecessary retransmissions, and since the thin stream does

not expand its cwnd during recovery, it will not contribute to renewed congestion. [4—6].

The MFR algorithm has been part of the Linux kernel since version 2.6.34 [9] [116].

2.6.4 Linear retransmission time-out

Retransmissions are the most crucial factor for networking delay for thin streams. Experiments show that
the most extreme latency events were when a data segment had to be retransmitted several times [4, 5].
The reason for this is the exponential back-off algorithm for calculating the RTO timer: for each time
the segment has to be retransmitted due to an RTO, the RTO grows by a power of two. To make matters
worse, successive RTO events can also be caused by delayed ACKs (see 2.5.2), and not only loss events,
especially if the IAT is high.

Disabling exponential back-off for thin streams and instead increasing the time-out linearly, was pro-
posed as an enhancement in order to compensate for the extreme latencies experienced for consecutive
RTOs [4-6]. It was included in the Linux kernel for version 2.6.34 [9] [117]. In order to avoid being
too aggressive on retransmission, the implementation in the kernel will only use linear back-off for six

consecutive RTO events, before it starts increasing the time-out exponentially.
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Figure 2.14: Unused space in an Gigabit Ethernet frame when transporting a 100 byte payload

2.6.5 Tail loss probe

While ER and MFR reduces the number of dupACKs required to trigger a fast retransmit + fast recovery
cycle, studies show that as much as 96% of RTOs for short-lived HTTP streams occurred without a
single dupACK in advance [7] [118]. Tail loss probe (TLP) [118] attempts to solve this by "probing" the
receiver with a segment containing unacknowledged data if the sender has not received any ACKs for
a certain amount of time. If tail loss has occurred, the ACK for the loss probe will trigger a SACK- or
FACK-based fast retransmit. This means that TLP only works with SACK enabled.

TLP was implemented in the Linux kernel in version 3.10 [119], and is enabled by default [101].

2.6.6 Redundant data bundling

The thin stream modifications mentioned so far deal with the problem of having too few PIF to trigger a
fast retransmit. As we can see in table 2.1, segments belonging to a thin stream do not only have a high
IAT, but they are also on average smaller than an MSS. In addition, Gigabit Ethernet uses a minimum
frame size of 512 byte (4096 bit time slots) regardless of what is actually being used [40], as figure
2.14 illustrates. In other words, a lot of space is left unused in every transmitted segment. Redundant
data bundling (RDB) is a modification that attempts to exploit this, by bundling previously sent but not

acknowledged data in every new segment. [4,5, 15]

Figure 2.15 demonstrates how this work. The application is sending messages of 365 bytes at a constant
interval. The first segment is lost, so on the second write the data (grey) from the first segment is bundled
in the new segment (olive). However, the second segment also gets lost, so the third time the application
does a write data from both the first (grey) and the second segment (olive) is bundled with the new data
(purple). The third segment arrives, carrying the continuous data, so the cumulative ACK covers all three
segments. The sender then transmits a fourth segment with new data only (brown). This time, the ACK
is lost. The fifth time the application does a write, the data from the fourth segment (brown) is bundled

with the new data (green).
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Figure 2.15: Redundant data bundling

2.7 TCP fairness

In addition to preventing congestion collapse, the underlaying principle of the TCP congestion avoidance
algorithm explained in section 2.5.3 is fairness between TCP streams. The idea is that adapting the
transmission rate according to the state of the network, i.e. how saturated it is, ultimately allows the

capacity of the network to be distributed fairly among multiple TCP streams.

However, simply dividing the bandwidth evenly between streams is not very efficient. Consider the

example network scenario shown in figure 2.16. There are three routers with two shared links between
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Figure 2.16: Example network with six senders and two shared links
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them, A and B. A and B have a total capacity, C, each. Host 1 and 2 are connected to the first router, while
host 3—6 are connected to the second router. All hosts have a fixed throughput, x;, for their respective
connections. Note that host 2 only uses the shared link A, while hosts 3—6 only use the shared link B.
Host 1 is the only host with a connection that uses both shared links.

With an equal bandwidth share as our fairness criterion, we would end up with a throughputz = 1/6 x C
for all streams. This would be a fair division of the total capacity, but it would also be a poor link

utilization of the shared link A. Only % of its total capacity would be in use.

2.7.1 Max-min fairness

The idea of max-min is that bandwidth share (throughput) of the smallest streams should be as large as
possible. Given this condition, the bandwidth share of the second smallest streams should be as large as
possible, and so on. Each stream’s bandwidth share only stops growing when one or more links on the

path reaches its maximum capacity [13] [49] [120].

Max-min fairness can be said to be achieved when an attempt to increase the share by any stream results
in the decrease of the share for some other stream with an equal or smaller share. More formally, let &
be the distribution of received shares for n streams, x1, T2, ..., Z,. If the distribution is max-min fair,
then for any alternative distribution of shares, 7 ,if 33; > x;, there must exist some j so that z; < x; and

/ .
.’L’j < Zj.

Lets apply a progressive filling algorithm on our example scenario depicted in figure 2.16. All streams
start with a bandwidth share of 0, and their sending rate grow at the same pace. At some point, the streams
1 and 3-6 will hit the limit of link B. At this point all streams have a bandwidth share + = 1/6 x C.
Any attempt by stream 1 or 3-6 to increase their send rate, will result in a decrease for some of the other
streams, so they stop increasing. Stream 2, however, is still able to increase its share without affecting
the other streams. It will continue to increase its bandwidth share until the link capacity of link A is
reached, because at that point any attempt to increase the rate will result in a decrease of the share of the
other streams. This means that when the max-min fairness is achieved, the bandwidth share for stream 1

and 2 will be 1 = %C and 9 = %C respectively, and both shared links are fully utilized.

Max-min fairness through progressive filling is the key element of the TCP congestion avoidance algo-
rithm presented in section 2.5.3 [10, 12,13, 15] [120]. If n TCP streams share the same link, they should
all get an equal share, 1/n x C, where C' is the total capacity of that link. Assuming that loss is a result
of link saturation, something most TCP congestion window algorithms do, this means that a TCP stream
that experiences packet loss does so because it has exceeded its fair share of the bandwidth. The idea is

that by backing off on loss events, the streams will eventually converge against an equilibrium. [10,13,15]

This is what is known as the TCP fairness principle. However, TCP is not true to the progressive
filling algorithm; when several TCP streams with different RTTs share a link, they do not increase their

cwnd at the same pace. In other words, the streams with longer RTTs will be discriminated against
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because the streams with a short RTT will be able to increase their cwnd faster during slow start and loss

recovery [5,12,15].

How well a transport protocol manages to be fair when competing against TCP streams over a shared
resource is what is referred to as TCP friendliness [15,31] [111]. This term is most often used when

describing how non-elastic streams affect TCP streams.

2.7.2 Jain’s fairness index

Jain’s fairness index [11] is often used to evaluate fairness. It states that if n streams share a resource
(i.e. the same limited link), and x1, z2, . . ., x, are the received shares of that resource for those streams

(i.e. the throughput of those streams), then the fairness index, J, is expressed as

(Cimr i)°
J(l‘l,l’Q, ,.’I}n> = n%nl ;2
=1+

where x; is the received share of the resource for the 7-th stream.

(2.6)

Jain’s fairness index ranges from O to 1, and is 1 when all streams receive the same share. It is k£/n when
k streams equally share the resource, and the remaining n — k streams receive a zero-sized share of the

resource.

When dealing with streams that have different bandwidth requirements, we have to use the throughput
relative to the optimised throughput. Picture a scenario where we have two streams sharing a 1 Mbps
link; a thin-stream sender transmitting 120 bytes every 100 ms and a greedy-stream sender trying to

consume the rest of the bandwidth not used by the thin-stream sender. Even when the thin-stream sender

120x8
> 0.100

alone will lead to an index considered only 51% fair:

receives the optimal amount of bandwidth

= 9600 bps, or 9.6 kbps, using simply the throughput

(9.6 + 990.4)>

J9:6,9904) = 5 567+ 990.42)

~ 0.51

Because of this we adapt the index to use the throughput, x; relative to the optimal throughput, o;,
instead:

9.6 990.4 (1+1)2 22

(5.6 990.4) = 2121 12) ~2(2)

We should always carefully consider the proper criteria for the optimal situation when using Jain’s fair-

ness index.

2.8 Summary

The congestion avoidance algorithm in TCP uses packet loss as an indication of the network capacity.

By maintaining a window called cwnd, which is increased by actively probing for more bandwidth and
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decreased when loss is experienced, TCP adapts its transmission rate according to the available capacity.

This algorithm, however, assumes that TCP streams tries to consume as much bandwidth as possible.

Thin streams are a type of streams with a different traffic pattern: small packets sent at a low rate. These
are often created by applications that have latency requirements rather than bandwidth requirements.
Whereas greedy TCP streams are limited by cwnd, thin streams do not probe the network for available
capacity and are limited by retransmission mechanisms instead. Modifications to these mechanisms,
such as MFR and LT, aims to reduce the latency the unmodified mechanisms introduce by retransmitting

more aggressively.

The effects of the TCP congestion control have been studied for decades, while the impact of thin streams
is relatively unexplored. In the next chapter, we discuss how we design an experiment to test and evaluate
the thin stream modifications available in the Linux kernel in order to assess a reasonable trade-off

between reduced latency for thin streams and how an increased aggressiveness affects the system.
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Chapter 3

Experiment design and tools

Thin streams are without any doubts suffering from mechanisms designed for limiting streams that ac-
tively try to use as much of the available bandwidth as possible. The modifications presented in section
2.6 manage to reduce the penalty these streams experience by somewhat reducing the latency cost for
retransmissions. It has been suggested that these modifications are justifiable, because thin streams do
not increase their cwnd during recovery and thus will not contribute to renewed congestion [4]. How-
ever, even with modern techniques for traffic shaping and rate limiting, many networks are still at the
mercy of elastic streams, such as TCP, and are completely dependent on their mechanisms for avoiding
congestion in order to prevent congestion collapse. Making TCP more aggressive is therefore something

that should be done with great care.

With the exception of some preliminary tests, testing and analysing the general TCP friendliness of
these modifications is something that until now has remained relatively unexplored. Despite this, two
thin-stream enhancements in particular, MFR and LT, are already included in the mainline Linux kernel
branch as of version 2.6.34 although not turned on by default [116, 117]. In this chapter we discuss
the design and implementation of a fairness experiment in an attempt to assess the fairness of these

modifications towards other streams.

3.1 Metrics

To be able to conduct our experiment, we must first define what we consider to be fair and how we can
measure this fairness. Traditionally, fairness has been defined as streams having an equal share of the
bandwidth of a shared link [10,11]. More recent work, however, use a variety of criteria when judging the
fairness of a stream’s behaviour and how it affects other streams [12] [49]. Using bandwidth allocation

as a measurement of fairness has been heavily criticised [12], but is nevertheless still widely used today.

Our motivation for running a fairness experiment is to examine how the thin-stream modifications to the

congestion avoidance algorithm affect other TCP streams. Based on the observation that time-dependent
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applications often generate thin streams (see section 2.1), as well as the recommendations in RFC 5166

[49], we have selected three metrics in particular to test our hypotheses stated in section 1.4.

The first metric is bandwidth share allocation. According to the TCP fairness principle, all TCP streams
should receive a fair share of the total available link capacity. Although this is not true when streams
with different properties compete, as explained in section 2.7 and 2.7.2, we can still use the throughput to

compare the share the streams get with what they should have received had the conditions been optimal.

The second metric is latency. The purpose of the thin-stream modifications is first and foremost to
improve the application-experienced latency. Therefore, we must make sure that improving the latency
of thin streams using these modifications does not increase the latency experienced by the thin streams
using unmodified retransmission mechanisms. In addition, (increasing) latency, and queuing delay in
particular, is an indication of congestion building up in the network, so we will also consider delay

variation in our analysis of latency.

The third metric is loss. Loss is used by most TCP implementations as indication of congestion (see
2.5 and 2.7). Moreover, the goal of the thin-stream modifications is to recover from loss faster, since
the retransmission delay has been shown to be a major factor contributing to the overall latency [4, 5].
It is therefore imperative that having more aggressive retransmission mechanisms does not cause other

streams to experience increased loss.

3.2 Design considerations

In order to conclusively determine whether our hypotheses hold up or not, we need to design our ex-
periment to model the real world as much as possible. At the same time, in order for our analysis to
be correct, there is an inherent desire for the test environment to be as deterministic as possible. In this
section we will discuss some considerations regarding how to best design the experiment as well as men-
tioning some concerns regarding the limitations of the previous evaluations of the effectiveness of the

thin-stream retransmission mechanisms.

3.2.1 Previous evaluations

The previous evaluations of the thin-stream modifications MFR and LT have mainly been focused on
showing their effectiveness in reducing the application-experienced latency. In order to do so, the authors
of these studies induced a certain amount of loss to trigger dupACKs and RTO events for MFR and LT
respectively [4,5]. We will now briefly revisit the test scenarios and set-up used in these evaluations.

Figure 3.1a shows one of the network emulation scenarios used in those evaluations: a sender host
establishes connections and transmits data to a receiver host through a network emulator (netem) [121].
The network emulator added delay to simulate an RTT, jitter and dropped packets randomly from a

uniform distribution to ensure that enough loss events occurred, as well as occurrences of 2nd through
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Figure 3.1: Network configurations used in previous evaluations

n-th retransmissions in order to test the efficiency of LT. However, a test where a thin stream sender with
an IAT of 100 milliseconds and the emulator has a drop rate of 1%, a test would have to run for ten hours

in order to generate 3600 loss events.

A second emulation scenario used, was to test the modifications in a more realistic loss scenario. As
depicted in figure 3.1b, traffic was still sent from a sender to a receiver. However, unlike the first scenario,
the network emulator did not drop packets. Instead it was configured to limit the bandwidth on the
outgoing link. Two extra machines was used in order to generate cross traffic, mimicking traffic similar
to HTTP. The IATS of the thin-streams was chosen from a Pareto distribution with a chosen mean value,
and the length of the HTTP-like streams was varied. The length of the queue in front of the bottleneck
was set experimentally — a sensible trade-off between queueing delays and loss was chosen.

For generating foreground traffic, the authors used two different methods. One of the methods was de-
veloping a tool called st reamzero (see 3.3.5) that simulates a thin-stream application by periodically
trying to transmit small amounts of data. This generates small TCP segments that is sent out on the wire
periodically, similar to the traffic patterns discussed in section 2.1. The other method used in the previous
evaluations, was capturing real-life thin-stream traffic from various interactive applications [4], as shown

in table 2.1, and creating a self-made program to replay this traffic [6].

A third test scenario the authors of the previous studies used, was sending thin streams through the

Internet. Different Internet Service Providers (ISPs) were used for the experiment in order to test different
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network characteristics and path conditions. In addition to evaluating the effects of the thin-stream
modifications in a real world scenario, it also allowed for a user evaluation of perceived latency by using

the modifications on traffic generated by real interactive applications [4, 15].

Another related study attempted to create a model of different thin streams in order to classify them [13].
This study did not test the thin-stream modifications, but rather evaluated how thin streams in general
behave. A network simulator called ns-3 [122] was used as the test environment for these tests, and the
Linux kernel implementation of TCP was used in the simulations. However, the author of this study
observed unexpected effects and was unable to conclude whether these were real network effects or a
result of the simulation itself. Synchronisation caused by simulator ticks was pointed out as candidate

explanation.

3.2.2 Simulation versus emulation

A method often used in networking research, is using a network simulator. These simulators are models
of reality, i.e. real computer networks, and can therefore be used to evaluate and investigate various
properties and mechanisms used by protocols and network components. A commonly used network
simulator, is ns-2 [123] [14]. The thin-stream modifications we want to evaluate has not to our knowl-
edge been implemented in ns-2. In addition, the ns-2 TCP implementation differs from the Linux TCP

implementation on other areas as well [41,42].

Even though the modifications we want to test are not implemented in any network simulator known to
us, it is still possible to work around this. One of the improvements of ns-3 over ns-2, is the Direct Code
Execution (DCE) framework [13,14] [124]. DCE allows user-space and kernel space code to be executed
as part of the simulator, meaning that the Linux networking stack can be used in simulations. This level
of abstraction is quite resource intensive and can, according to one of the previous studies discussed in
the section 3.2.1, lead to uncertainties surrounding the implementation of the simulator. Since we aim
to determine the right level of aggressiveness that can be justified for a thin stream, it is critical that we
understand our testbed and eliminate such uncertainties. A study suggest that different simulators can

give wildly different results for the same test scenarios [14].

A second possibility is to send traffic between two hosts over the Internet. By varying the ISPs the sender
and receiver are connected to, the effects can be measured with different network conditions depending
on the path and competing traffic. However, the downside of these tests is that the observer has no
influence over the network properties. While this approach is useful for testing the effects of the thin-
stream modifications in a realistic setting, as seen in the previous evaluations, the lack of determinism

and control makes it challenging for a fairness experiment.

The third way, is conducting evaluations by emulation. Emulation differs from simulation in that a
simulation attempts to model reality while an emulation uses real components mixed with emulated
aspects. In other words, we can replace a real-world component, such as a large network, with an

emulator. This allows us to test the actual implementation of the thin-stream modifications in a setting
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close to reality, while still retaining a controlled environment in which we influence all conditions and

parameters.

We have chosen emulation as our approach for our evaluations. The main reason for this is that we want
to avoid any uncertainties surrounding network simulators, as experienced in the previous thin stream
study mentioned in the previous section [13]. In addition, we argue that since the behaviour of thin
stream traffic is still something that is not well-investigated, using real-life network components allow us

to identify any sources of error that stem from how hardware or the OS treat thin stream network traffic.

3.2.3 Realistic packet loss

Using a drop scheme that randomly drops packets from a uniform distribution is suitable for ensuring
that a statistical significant number of loss events occur. However, it does not necessarily reflect real-
world circumstances that well. As explained in section 2.5, TCP congestion control assumes that loss is
a result of network congestion. Congestion occurs when the contention for a shared resource exceeds the
capacity of that resource. The implications of this is that a realistic method of generating loss events is

to introduce competition over a shared resource.

In a packet-switched, statistically multiplexed network, like IP networks are, routers use queues to buffer
packets. Since a router’s memory is finite, these queues are also finite. When a router gets saturated,
it will stop buffering packets and drop them instead. This is normally what happens when a router’s
outgoing network link is congested; packets are received at the router at a higher rate than the router
manages to forward them. The router’s queue begins to grow, and if the high send rate continues, the
queue will ultimately become full.

How routers decide what to enqueue and what to drop is an entire field of study in itself, but despite years
of research and a lot of efforts put into improving these drop schemes and active queue management
(AQM) techniques, the most common scheme actually deployed today is a tail-dropping first in — first
out (FIFO) policy [2,43,44]. This means that when the router’s forwarding queue is full, it will simply
drop incoming packets until the queue starts to clear. Intuitively, we see that when loss is caused by a
saturated router, the probability of packet loss is determined by the drop scheme used by that router and

is not necessarily uniform.

3.2.4 Generating thin streams

We saw in section 3.2.1, that in order to evaluate the effectiveness of the thin-stream retransmission
modifications, one of the methods the authors used was to capture real network traffic from some thin-
stream applications and create a tool called t racepump to replay the data packets of that traffic [4-6,
15]. While this is a suitable approach for generating traffic with realistic packet sizes and ITTs!, it does

however have some potential pitfalls one needs to be aware of.

'Please note the difference between IAT and ITT; the former is suitable when evaluating packet traces, while the latter is

used when describing sending data at predetermined intervals.
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Our main concern with t racepump is that it attempts to emulate a thin-stream application with limited
data. By using only the packet traces means that the only data available is what is actually sent on
the wire. Information such as which socket options were used, internal buffer sizes, congestion control
mechanisms and the system’s load is lost. In addition, some networking factors such as the RTT and how
congested the network is, can also be difficult to determine. Any relationship or correlation between ITT
and RTT or packet size and RTT, as well as the effects of network congestion or link stability, is hard to

determine outside a controlled environment with a single trace.

The second method used by the authors of the thin-stream modifications in their evaluations, was to
analyse the captured traffic (as seen in table 2.1) and use another program, st reamzero, to simulate
such traffic using realistic packet sizes and ITTs, as well as packet size variance, gathered from their
analysis [4,15]. The strength of this approach, unlike the other approach mentioned above, is that the data
gathering can be repeated and done under different circumstances, e.g. multiple servers and clients from
different locations, thus eliminating uncertainties and doubts surrounding the significance of the data
when the data is gathered from an uncontrolled environment. The weakness of this approach however, is
that in order to create a correct model of the network traffic generated by a thin-stream application, we
must have an understanding of how the thin-stream application is supposed to work. In addition, making
the methods for analysis precise is difficult because of the huge amount of factors that might influence
the data.

3.2.5 Choosing the network parameters

We still want a deterministic test environment in order to determine the fairness of the modifications and
avoid having our tests influenced by factors outside our control, yet we also wanted realistic network
conditions and parameters. Modelling reality for an experiment, however, demands a consideration of
various network conditions such as packet loss, packet re-ordering and jitter. By conducting a simple

test, we attempted to establish how common these are in the Internet.

Our initial idea was to establish HTTP connections to a number of web-sites and gather statistics from
these flows using a packet analyser. However, modern day web-sites use multiple web servers and put
these behind content delivery networks (CDNGs), firewalls and application-layer gateways (ALGs), load-
balancers and reverse proxies [7], which can lead to packet re-ordering and varying RTTs that occurs at
the end-point [39,45]. This is not what we wanted to measure — we were interested in the properties of
the networks along the path.

Instead, we decided to do a much simpler test using the ping utility program. This utility sends an
Internet Control Message Protocol (ICMP) [82] echo request with a sequence number to a host and
measures the number of milliseconds until it gets an echo reply with the same sequence number in

return. This means that we only measured network latency.

Table 3.1 shows a subset of the results of measuring the RTT to the top 100 most popular web-sites from
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o Round-trip delay time (ms)

min avg med max
Google.com 81.175.29.177 0.8 0.9 0.9 2.7
Facebook.com 173.252.110.27 125.0 1254 125.0 128.0
Youtube.com  81.175.29.148 0.8 0.9 0.9 1.4
Baidu.com 220.181.111.86 224.0 224.0 224.0 2250
Wikipedia.org  208.80.154.224 113.0 113.0 113.0 118.0
Qg.com 125.39.240.113  361.0 368.7 368.0 374.0
Taobao.com 42.120.194.11  227.0 227.0 227.0 227.0
Twitter.com 199.16.156.230 118.0 118.0 118.0 119.0
Linkedin.com  216.52.242.86  185.0 185.5 185.0 187.0
Google.co.in  81.175.29.154 0.8 0.9 0.9 1.0

Table 3.1: RTT from Simula to the ten most popular web-sites in June 2014

the Alexa web-site ranking?. The measurements was taken from Simula Research Laboratory using their
Internet uplink. 1000 echo requests was sent in total to each host in bursts of 20 at the time using a 10
millisecond interval. Sending ping packets in bursts was done in order to detect potential re-ordering.
Host Domain Name System (DNS) look-up was disabled to ensure that we only sampled the network
RTT to the web-sites themselves.

As seen in the results in appendix C, while the RTT is very different for each host, the variance of the
RTT per host is quite small except for a few hosts. The Google sites have sub-millisecond response time
on average, but when inspecting the IP addresses, we see that this is because ping is in fact getting an
echo reply from local web caches and not from the Google web servers. In addition, some hosts did not
respond to the echo request at all, most likely due to firewall settings. Packet loss and re-ordering is not
included in the table since for all of the 100 hosts, either all 1000 ping packets arrived in-order or none
did.

If we filter out the hosts that either did not reply or are biased because they are web caches, we see that
for a total of 60 hosts, loss and re-ordering did not occur and RTT variance was relatively small. We
have, however, sampled too little data to say anything conclusive. The time of day often determines
the amount of traffic to a web server, running tests for a couple of minutes at an arbitrarily chosen time
is not very realistic. In addition to this, the Open Shortest Path First (OSPF) advertisement interval is
30 minutes meaning that the tests would not necessarily have run long enough to be affected by route
changes [83]. Even though our tests are too limited to say anything conclusively, they still provide us

with an indication of how common these error conditions are.

3.3 Test environment

We decided that the best approach in order to conduct our fairness experiment was to create a networking

environment using real hardware and recent versions of Linux. We argue that using actual hardware

http://www.alexa.com/topsites
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Figure 3.2: Testbed network topology

rather than virtualised hardware makes the environment easier to predict and understand, because it
eliminates any potential pitfalls surrounding side-effects introduced by the virtualisation software. An
additional argument was that the hardware that was available to us simply did not have enough computing
power to virtualise multiple instances of Linux. Also, using real hardware allows for evaluation of

problems caused by hardware offloading on the network interface controllers (NICs).

3.3.1 Network topology

Figure 3.2 depicts the topology of the network testbed we use for our experiment. The hardware and
system specifications for the hosts are listed in appendix B. Traffic is sent from two senders to a single
receiver. The host labelled Sender generates thin-stream traffic, while the host labelled XSender gener-
ates cross-traffic. We decided to use two hosts rather than one because of limitations with the number of

threads and processor count. This is described in section 3.3.5.

Similar to a home network or a data centre, the end-hosts used the router as their preconfigured gateway
rather than using Address Resolution Protocol (ARP) to resolve the end-host addresses. The senders and
the receiver were put on two separate /24-subnets — opposed to having all hosts on the same Local Area
Network (LAN) — although this had no practical implications for the tests.

In order to evaluate the fairness of the thin-stream modifications, we need some sort of competition over
a shared limited resource, i.e. a link with reduced capacity. This was achieved by making the router
a bottleneck by reducing the bandwidth of the outgoing link. We also used a network emulator to add
realistic networking delays. The router configuration and network emulator are explained in section 3.3.3

and 3.3.4 respectively.

3.3.2 Traffic control

As mentioned in section 3.2.3, routers use queues to temporarily buffer packets. In Linux, each network

interface has an outbound queuing discipline (qdisc) associated to it, which is an object consisting of a
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Figure 3.3: Classes and qdiscs. Note the major:minor numbering system.

buffer (queue) and a scheduler. These qdiscs can be configured and managed through the traffic control
(tc) tool, which is offered as part of the iproute? utility collection [46] [125, 126]. Qdiscs can be
either classless or classful. A classful qdisc can contain classes, and every class has a handle to which
you can attach either multiple children classes or a single child qdisc. Classes only exist inside gdiscs,

and a class without a child class or qdisc is a leaf class. Classless qdiscs do not have classes.

Classes are very flexible, and makes it possible to create advanced traffic control scenarios. Figure 3.3
shows how you can make a complex traffic control tree. Leaf classes have an implicit FIFO qdisc. Note
that each qdisc and class are given a unique identifier on the form major:minor. The major number can
follow any arbitrary numbering scheme, but all objects sharing the same parent must use the same major
number. If the minor number is 0, this tells the system that the object is a qdisc — any other number
identifies the object as a class.

Only leaf qdiscs actually buffer the packets, and the system uses the root qdisc as its interface. The two
key interfaces are enqueueing packets in the buffer, and dequeueing packets in order to release it from
the buffer and push it to the network device. Figure 3.4 demonstrates this. Packets are coming in over the
wire, and the system calls enqueue () on the root qdisc. The root qdisc delegates this to its children
qdiscs. Dequeuing packets are done in the same way: the system calls dequeue () on the root qdisc,

and the root is responsible for calling dequeue () on one of its children qdiscs.

Classes can have filters associated to them as well, making it possible to create powerful packet clas-

sification schemes which can be used for shaping, policing and marking. Qdiscs, classes and filters
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makes it possible to implement advanced QoS regimes using tc. tc comes with a set of various
qdiscs such as stochastic fair queueing (sfq), controlled delay (codel) and random early detection
(red). [30,31,43,46,47] [125,126]

3.3.3 Router configuration

The router is an integral part of our testbed, depicted in figure 3.2. It acts as the bottleneck point, respon-
sible for creating competition between the traffic streams. The capacity of the outgoing link, shown as
the link between the router and the network emulator, is reduced using a rate control implementation on
the router. We also configure a queue used for buffering packets when the router starts getting saturated,

as discussed in 3.2.3. In this section, we will explain how both are accomplished using t ¢ and qdiscs.

Rate control

Limiting the capacity of a network link can be done by capping the bandwidth, either in hardware or in
software. The ideal is of course doing this in hardware, since it reduces the number of pitfalls we could
potentially fall in to [86]. On Linux, configuring the NIC is done through the et ht ool utility program.
However, very few Ethernet NICs support speeds other than the three most common Ethernet variants:
10BASE-T, 100BASE-TX and 1000BASE-T which are 10 Mbps, 100 Mbps and 1 Gbps respectively
[30]. In order to run tests using a bandwidth cap lower than 10 Mbps, we decided to use a software based

rate control instead which allowed us to limit the bandwidth at an arbitrary rate.
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Figure 3.5: Token bucket algorithm for rate control

One way of doing rate control in software, is to use a token bucket algorithm. Figure 3.5 shows how this
works. Tokens are generated at a steady rate, R, and put into a bucket. For simplicity, assume that one
token represents one byte. Whenever a packet of size .S is dequeued and pushed down to the network, S
tokens are also consumed. If there are less than S tokens in the bucket, the packet has to wait until there
are a sufficient amount of tokens available. The bucket is never filled beyond its maximum size, which
means that the depth of the bucket, B, determines how bursty network traffic is. E.g., if B is 4 x MTU
then a maximum of four MTU-sized packets can be sent in a burst.

tc has two token bucket implementations, namely hierarchical token bucket (htb) [127] and token
bucket filter (tbf) [128]. A rate control not based on a token bucket algorithm has also been imple-
mented in netem [46]. However, since both tbf and netem seems to change from classful to classless
and back again from kernel version to kernel version [129,130], as well as the net em rate control being

quite new [46], we used htb for our bandwidth limitation.

We evaluated htb against both tbf and a hardware rate control in order to verify that the rate control
worked as intended, testing how they performed at 10 Mbps. Figure 3.6 shows the result of a test of the
rate control implementations. We limited the rate of the outgoing link to 10 Mbps using htb, tbf and
the NIC respectively. The queue in front of the rate control was set to 1514 bytes (slightly more than an
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Figure 3.6: Rate limitation accuracy at different clock granularities
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Figure 3.7: Packet flow through a Linux router with rate control

Ethernet MTU) in all three cases. We used a command line utility called iperf to create an UDP stream
that attempted to transmit 20 Mbps from the sender to the receiver through the router for 1 minute. The

green line shows exactly where the 10 Mbps mark is.

As seen in 3.6a, the two token bucket implementations are not accurate, while all samples for the the
NIC rate control test are below the line. Investigations pointed at the kernel clock tick rate being the
problem as many Linux distributions uses 250 hertz for the system timer [46] [86]. After recompiling
the kernel on the router and setting the frequency to 1000 hertz, which is the finest granularity the clock
can have on the x86 architecture [46] [131], we saw that the bandwidth rate became more accurate (see
figure 3.6b).

Packet buffering

The simplest form of buffering is a simple FIFO queue, where packets are taken out of the buffer in the
same order they are put in. Figure 3.7 depicts a packet’s flow through a Linux router, and outlines the
order of rate control and buffering. Since htb is a classful qdisc, we can add FIFO queue as a leaf qdisc
of htb. Linux offers three FIFO qdiscs: packet-based FIFO (pfifo), byte-based FIFO (bfifo) and
a variant called pfifo_fast. pfifo is a queue with a fixed number of slots, each slot can hold one
packet. bfifo, on the other hand, has a fixed number of bytes it can hold, and the actual number of

packets that can be held in the queue depends on the packet sizes.

The last variant, pfifo_fast, is the default qdisc which is used by leaf classes and interfaces without
a configured qdisc [46] [125]. It is similar to pf£ifo, but it also provides some prioritisation. Internally it
uses three FIFO queues, which are called bands, and uses the DiffServ Code Point (DSCP) field in the IP
header to determine which band to place the incoming packet in. However, pfifo_ fast does not offer
any configuration possibilities to the user. Because of this, we have chosen to not include pfifo_fast
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tc qdisc add dev eth2 root handle 1: :-h-t-b—: default /10

root qdisc

Class type is of same type

child class

Y.
tc class add dev eth2 parent 1:jhtb;classid 1:10: rate 1000kbit burst 1514

Packet-based FIFO queue with 4 slots _ _

leaf qdisc I tc qdisc add dev eth2 parent 1:10 pfifo lirr;f%;-é_l-:

tc gdisc add dev eth2 root handle 1: htb default 10
tc class add dev eth2 parent 1: classid 1:10 htb rate 1000kbit burst 1514
tc gdisc add dev eth2 parent 1:10 pfifo limit 4

Listing 3.1: t ¢ command example

in our evaluations because we are unable to configure how it prioritises traffic and the queue length it

uses.

We focus mainly on pfifo in our experiment, since studies show that FIFO queues is still the most
employed form of buffering [2,43,44]. From a fairness perspective, pf£ifo is the most relevant since all
packets are treated equally. In some tests, we used other qdiscs such as bfifo, red, codel and sfq.

These tests are presented in chapter 5.

Listing 3.1 demonstrates how we can limit the rate of a link to 1 Mbps and use a pf i fo queue with four
packet slots for buffering using t c. The first command specifies that the interface’s root qdisc should be
a htb, and that it should use class 10 as the default class for packets. The second command adds a htb
class as a child of the root gqdisc, specifying the rate tokens are generated (rate) and the bucket size
(burst). We specify a burst of just slightly more than an Ethernet MTU. The third and final argument
adds a pfifo queue with room for four packets. Note that the handle of the leaf qdisc is chosen by the

system because we did not specify a handle ourselves.

Although criticised [43, 44] [84], packet buffers are usually configured to reflect the BDP. The theory
is that the queue length should allow a TCP stream to fill the pipe [43,48]. For our tests, we therefore
used the BDP to calculate the queue lengths — using both the BDP calculated from one-way delay time
(OWD) as well as the RTT — unless otherwise is specified.
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3.3.4 Network emulator

As discussed in section 3.2.5, a network emulator was needed in order to emulate realistic network
conditions. To accomplish this, we used the Linux network emulator (netem). netem is implemented
as a classful qdisc, which allows it to be used in advanced networking scenarios. It has support for
delaying traffic, re-ordering packets and dropping packets based on a random distribution. [46] [121]

In order to evaluate the effects of the thin stream modifications, we configured our testbed to have a fixed
network RTT for all streams originating at the sender, with a symmetrical delay each direction. Ideally,
all TCP traffic should have different network RTTs in order to avoid cwnd growing and decreasing
synchronous. However, we argue that an equal RTT is necessary for a fairness test when we consider
the fairness definition used by TCP implementations, such as NewReno (see section 2.7.1. Because of
this, traffic from the sender have the same RTT, while traffic from the cross-traffic sender have different
RTTs. We accomplish this by using the priority scheduler (prio) qdisc in combination with netem,
using the filter utility to assign traffic to a band (class) based on IP address and port and having

different netems attached to the leaf classes.

Albeit inconclusive, our findings in section 3.2.5 suggests that re-ordering, jitter and loss not caused
by congestion are not that common in the modern Internet, and that these effects usually occur at the
end-points [45].

3.3.5 Traffic generation

We use a program called st reamzero in order to create both thin streams and greedy streams. The
program mimics a thin-stream sender by trying to send small amounts of data and sleeping for an interval
before it repeats the process. In other words, st reamzero transmits packets of a given size at given
intervals. It can also generate greedy streams depending on the bottleneck capacity, by writing larger
chunks of data to the socket descriptor and sleeping for shorter intervals. As seen in table 2.1, packet
sizes and IAT varies slightly. In order to simulate this, it is also possible to specify that st reamzero
should vary its ITT and packet sizes choosing a random value from a normal distribution, where the
user specifies the mean and standard deviation. Using st reamzero means that we were able to create

deterministic traffic patterns.

As streamzero uses several threads to create multiple streams, we use two sender hosts in order
to avoid complications due to hardware limitations; both senders are dual core machines supporting
hyperthreading, which means that they are able to run only four threads simultaneously. The specification

for each host is listed in appendix B.

In order to make sure all connections are established before transmitting data and saturating the network,
each streamzero thread waits on a barrier synchronisation primitive after successfully calling the
connect () socket function. When the threads are woken up, they can be sure that all connections
have been established successfully. In addition to this, we also use a ramp-up interval between each

stream starting up in order to avoid a large number of streams attempting to transmit simultaneously.
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Figure 3.8: Traffic capturing in our testbed

This ramp-up interval can either be a fixed interval, e.g. 100 milliseconds between each stream start-up,
or can be selected from a normal distribution with a fixed mean value and a specified standard deviation.

This allows for some randomness in order to avoid inter-stream synchronisation.

Since the thin stream modifications work with both TCP CUBIC and TCP NewReno, we run tests using
both. These two are the most common TCP variants, and are available by default in a vanilla Linux

kernel.

3.4 Analysis tools

An important part of our evaluation is how we measure and analyse data. In this section, we review the
tools and analysis software we use for our analysis of the experiment data and how they related to the

fairness metrics we discussed in section 3.1.

34.1 tcpdump

Our main data source was the use of packet sniffers on the sender-side and receiver-side of the testbed.
We used a packet sniffer utility program called t cpdump [132]. This program captures network traffic
sent and received on an interface. The captured packets can then be stored to file, using the pcap format.

These packet trace files can be read by a program, by using the 1 ibpcap library.

Packets stored in pcap-format include a timestamp of when it was captured. However, keeping system
clocks synchronised for longer periods of time is a difficult task due to clock drift [24]. To circumvent
this, we use a bridge between the two senders and the router, as shown in figure 3.8. This allows traffic

from both the senders to be aggregated at the bridge, and the timestamps are synchronised.

3.4.2 tcp-throughput and tput

Bandwidth share allocation is the traditional fairness metric for TCP congestion avoidance mechanisms

[10-13] [49]. Because of this, we decided to look at the bandwidth share each connection is allocated by

50



examining their throughput and goodput aggregated over time intervals.

Note the difference between throughput and goodput. Throughput is the number of bytes that a stream is

able to transmit on the wire. Goodput is the number of bytes useful to the application.

For measuring goodput, we used the t cp-throughput tool developed by the authors of the previous
thin stream evaluations [4]. This program reads a sender-side pcap trace file, and divides a stream’s
duration into time slices. The program keeps track of the payload size of the sent packets. For every ACK
it encounters in the trace file, it calculates the corresponding time slice based on the capture timestamp,

and stores the number of bytes the ACK acknowledged in that time slice.

In order to measure throughput, we use a self-developed utility program called tput [133]. The idea
is similar to tcp—throughput — it stores the throughput aggregated over time intervals — but it is
much simpler because it only looks at the packets being sent. Instead of reading the sender-side trace
file, tput reads the receiver-side trace file. For each stream, the stream’s duration is divided into time
slices as above. Then the program iterates over all packets belonging to that stream. For each packet, it
calculates the time slice it belongs to based on the timestamp, and stores the packet size (including the

size of all headers) in that time slice.

3.4.3 analyseTCP

Another pcap analysing tool we used, was a program called analyseTCP. This program was origi-
nally created by the authors of the previous thin stream evaluations [4, 15], but we have improved it and
made some modifications to it in order to make it more reliable, as well as adding new functionality. The

specific contributions are listed in the end of this section.

The main benefit of analyseTCP over any other pcap-analyser is that it focuses on latency in many
ways. No other pcap-analysing tool we know of provide such statistics. analyseTCP accepts two
packet traces; a sender-side and a receiver-side trace. This allows analyseTCP to determine actual
packet loss rather than estimating it by examining retransmissions, and it also allows the program to
examine the OWD.

The program starts by reading the sender-side trace. For each TCP segment it encounters in the trace file,
a byte range object is created and stored in memory, mapped to a specific stream. A byte range object
is metadata about the segment payload such as the timestamp when it was first transmitted, how many
times it detected retransmitted and the relative timestamp when it was ACKed. Relative timestamps are

calculated by subtracting the timestamp of a stream’s first packet from every other packet timestamps.

The reason we register byte ranges, rather than segments, is because TCP is allowed to do repacketisation.
When a retransmission is encountered for a byte range, the sent count is increased and the timestamp
of the retransmission is also stored. If only a part of a byte range is retransmitted, the byte range is

split into two smaller byte ranges. Linux uses a technique called segment collapsing (repacketisation) on
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retransmissions’, a setting that is enabled by default [101]. This technique is similar to Nagle’s algorithm
explained in section 2.5.1. When a retransmission occur, Linux will concatenate the payload of small

segments in larger, MSS-sized segments.

After the sender-side trace is processed, the receiver-side is read by the program. TCP segments in the
receiver-side trace is matched to the byte range objects in memory by using the timestamp found in the

TCP header option. The relative received times are also stored.

Latency

Ultimately, the goal of the thin-stream modifications is to reduce the latency. In order to measure the
effectiveness of the modifications, we examine application-layer delay time (ALD). ALD is the time
it takes from the first time a byte range is sent until it is ACKed. In other words, we define ALD as
ACK-time: the time it takes from the first time a byte range is registered in the sender-side trace, to the
ACK covering it is found in the sender-side trace. This means that packet loss, retransmission delays and

queueing delays will affect the ALD measurement.

Since we register the relative receive time from the receiver-side trace, we are also able to calculate
the one-way delay variance (OWDVAR). Only packets that are matched in both traces (using the TCP
timestamp) have their OWDVAR calculated, so unlike ALD, we only include the last time a packet was

(re)transmitted and arrived successfully.

However, system clocks on two separate hosts are unsynchronised and prone to drifting*, we must com-
pensate for clock drift when calculating the OWDVAR. Based on observations made in the previous thin
stream studies [4], we assume that clock drift is linear. The pseudo-code in listing 3.2 shows how this is

done.

31t is also necessary for evaluating RDB, explained in section 2.6.6, which bundles segments together. This is, however,
outside the scope of our thesis.

4Clock drift depends a lot upon the hardware and OS technology of the computer. Newer computer have much less drift
than old computers.
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diffs =

start_diff =

for diff in
if diff < start_diff:
start_diff = diff

end_diff =
for diff in
if diff < end_diff:
end_diff = diff

drift_factor = end_diff - start_diff

for stream in
first_ts =
for byte_range_object in
ts =
duration = ts - first_ts

adjusted_ts = ts - duration » drift_factor

Listing 3.2: Pseudo-code for linear clock drift compensation

This solution is not ideal: it assumes that there are two packet within the first and last 200 packets
respectively that each have the minimum delay — the network OWD — and uses this to determine the
clock drift. These two packets have their OWDVAR calculated to 0. If the network is congested when
the stream starts up, the calculations become skewed. Packets might even get a negative OWDVAR
calculated if the network becomes less congested after the initial 200 packets. It is, however, easy to

detect such anomalies by using programmatic asserts.

As we mentioned in section 3.3.5 however, the tool we use for generating traffic does not start transmit-
ting data until all connections are established due to the threads waiting on a barrier. In practice, this
means that the packet among the first 200 packets with the lowest difference in relative received and sent
times is likely to be the SYN packet. Since there is no other traffic until all connections are established
and there are no sources for delay, the SYN packet’s sent and received difference reflects the true net-
work OWD. In other words, because of the way we establish connections, we can with a fair amount of

certainty say that the calculated OWDVAR and the clock drift compensation are correct.

Since we use a static network RTT and do not include lost packets when calculating OWDVAR, the
OWDVAR is in fact the queueing delay of a packet. This is because the only source of delay is either at
the router or in transmission buffers. However, since we capture packets on a separate bridge, we measure
after the packet has left the transmission buffer. We also have symmetrical delay in both directions, which
means that we can calculate the absolute OWD of a packet by adding the lowest calculated RTT divided
by two. The lowest RTT is calculated by simply taking the smallest time between the last time a byte
range was registered as sent to the time it was ACKed, and since this is done on one side only (and in

other words uses the same system clock), we know this value is accurate.
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Loss

As previous studies have identified retransmissions as the greatest contributing factor to transport delay
[4-6], an important metric is loss. Because analyseTCP uses two traces, it is able to produce accurate
loss statistics. Packet loss is calculated by identifying packets that are found in the sender-side trace
but not in the receiver-side trace. As with latency calculation, segments are identified with the TCP
timestamp option. Byte-based loss is calculated by comparing the number of bytes received with the

number of bytes attempted sent. In addition, analyseTCP also estimates loss based on retransmissions.

However, we are also able to distinguish between new and old data being lost, by looking at how re-
transmissions are lost. With this, we can provide accurate numbers for how many n-th retransmissions
a stream has, as well as providing statistics about the dupACKs. These are useful for evaluating LT and

MER respectively.

Our contributions to analyseTCP

In order to make analyseTCP more reliable, we compared its output to the output of other packet
trace analysing programs, such as tcptrace [134], Wireshark and t shark [135] [136] and captcp
[137]. Even though these only provide limited latency and loss statistics, compared to analyseTCP,
we were still able to verify our calculations by comparing statistics the other programs did offer, such
as RTT statistics, estimated loss, retransmissions, number of special packets (SYN, FIN, pure ACKs).
In situations where the results from analyseTCP differed from the other three, we investigated and
corrected the calculations. In situations where the output from the three differed between themselves, we

investigated why and made analyseTCP produce the results we deemed the most correct.

A major improvement was to make analyseTCP use relative sequence numbers instead of absolute,
and making sure it handled sequence number wrapping correctly. The tests for checking whether a given
sequence number is a wrapped number or a previous number out of order were copied from the Linux

kernel implementation for managing sequence numbers in TCP.

Another contribution was to extend the already existing OWD calculation with queueing delay calcula-
tion and more accurate clock drift compensation. Queueing delay was calculated by filtering out seg-

ments that were lost.

The old version of analyseTCP offered crude loss rate statistics: packet-based loss and estimated loss
by looking at retransmissions. We added calculation of loss over time, aggregating loss into time slices
similar to how we calculate throughput. In addition, we also distinguish between lost retransmissions
and new data being lost, thus improved on the old functionality that simply counted 1st through n-th
retransmissions of a byte range. We also use the timestamp found in TCP header options (which is on by

default in Linux) to match ranges in the sender and receiver trace more accurately.

Throughput and goodput calculation was also implemented in analyseTCP. Throughput is calculated
in the exact same way it is in tput. Goodput is calculated similarly as in t co-throughput, where

54



ACKs encountered in the sender-side trace are inspected.

3.44 agmprobe

As part of our process of verifying the output of analyseTCP, we implemented a simple kernel module,
dubbed agmprobe [138], in order to inspect the router queue in real-time. By using a kernel probe
(Kprobe) [139], it attaches itself to the pfifo entry point, the pfifo_enqueue () function, and
records some metadata about the packet such as stream, packet size and whether or not it was dropped.
A user-space program can extract these records by reading periodically from a character device the kernel

module registers.

The module starts by registering a kernel return probe (Kretprobe) on pfifo_enqueue (). Under the
hood, the module replaces the first instruction at the memory location of pfifo_enqueue () with an
x86 breakpoint instruction. When the CPU hits this instruction, a trap occurs. The registers are saved, and
the control is passed to the Kretprobe which executes the handler function, passing the saved registers as
arguments. In other words, as a st ruct sk_buf f-pointer and a struct Qdisc-pointer are passed
as arguments when pfifo_enqueue () is invoked, we intercept this call and are able to record some

data about the packet being attempted enqueued in the qdisc.

pfifo_enqueue () returns a success value indicating whether or not the packet was enqueued in the
qdisc or not. By replacing the return address with an address of a second handler function, Kretprobe
is able to intercept when functions return as well. In other words, we have a second handler function
that is executed when pfifo_enqueue () returns, allowing us to intercept the return value and record

whether or not the packet was dropped or successfully enqueued.

Passing data to the user-space application is done through a multiple-producer, single-consumer message
queue. Constraining the module to only allow a single user-space program to read from the character
device, means that we were able to use atomic compare-and-swap operations on the message queue and
can avoid using spin-locks completely. This is important, as packet enqueueing happens quite frequently

and our probe must not disrupt the service as this would skew our results.

3.4.5 count3way

In some tests, where congestion was extreme, we experienced that Linux would often drop connections
that were not fully established by a complete three-way handshake (see 2.4.2) and retry establishing

the connection after some time>

. In all of the pcap analysis programs we used, these reconnected
connections were counted as new, separate connections. In order to verify our connection statistics, we
made an utility program called count 3way that identified streams by host addresses and port numbers
alone, and counted the number of successful and unsuccessful TCP three-way handshakes performed by

a specific stream.

>The default SYN retry timeout in Linux is 20 seconds [101].
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3.5 Summary

In this chapter we outlined the design of our fairness experiment. In order to evaluate the fairness of the

thin-stream modifications, we selected three metrics to test our hypotheses stated in section 1.4:

¢ Bandwidth allocation
* Latency

e Loss

We also discussed the design of our test environment. A Linux networking testbed was created, using a
bottlenecked router in order to create contention between streams over a shared resource. For generating
traffic, we use a program called st reamzero. This program establishes TCP connections, and allow

us to generate network traffic with similar patterns seen in table 2.1.

We also discussed some considerations surrounding choosing realistic network conditions for our tests.
By conducting a naive ping test, we observed that sporadic loss, jitter and packet re-ordering is not
that common in the Internet. Packet loss is often caused by network congestion, so the most realistic
approach to generate loss events is to have competition over a shared, limited resource. For this reason,

we implemented a bandwidth limitation in our testbed using a router with rate control.

In the next chapter, we will present the results of from an iterative try — improve — retry process of

finding the right parameters and conditions for our tests.
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Chapter 4

Verifying the testbed

While studies of the impact of increased aggressiveness in TCP in general is not something new, the
behavioural patterns of thin streams are not well understood. Evaluation of thin streams is mostly un-
charted territory, and there are few guidelines to follow and no best practices to refer to. Therefore,
experimentally assessing a reasonable trade-off between improved thin stream performance and the ef-
fects of increased thin-stream aggressiveness on the system, depends greatly on how our test environment
is implemented and how well our analysis tools work. Because of this, it is of utmost importance that we

eliminate concerns and limitations surrounding our testbed and test scenarios.

4.1 A naive approach

In order to test hypotheses 1 and 2 in particular, we design a simple fairness test based on the fairness
test done in the previous thin stream evaluations [4,13]. We let IV thin streams, using the LT and/or MFR
retransmission modifications, compete with IV greedy streams. As our control test, we let /V thin streams
using unmodified retransmission mechanisms compete with /N greedy streams. By comparing the results
we should be able to both determine how effective the thin stream mechanisms are in increasing thin

stream performance, as well as the impact these mechanisms have on greedy stream traffic.

We configured our testbed accordingly: N thin stream senders competing with N greedy stream senders.
The bottleneck link speed was limited at 1 Mbps, and the network RTT was set to 100 milliseconds using
netem. These values were chosen because it yields a BDP of 12,500 bytes, which is defined as the limit
for an LEN in RFC 1072 [73]. We configured pf i fo with a queue length of 9 packets to be used on the
router. This corresponds to the BDP rounded up to the nearest whole packet (12, 500/1500 ~ 8.33). The
thin stream senders were configured to transmit packets with a 120 byte payload every 100 millisecond
(172 bytes IP packets including IP and TCP headers as well as SACK header and TCP timestamp).
An interval similar to the RTT meant that the thin stream senders would alternate between sending one
packet within an RTT and none at all. As we had no prior estimates of how congested the network would

be or how high the loss rates would become in our test scenario, we ran each test for an hour. We deemed
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Figure 4.1: Aggregated goodput of N thin streams (blue) competing with NV greedy streams (red)

this to be more than long enough to produce both enough loss events for the less congested scenarios and

for the connections in the more congested scenarios to reach a stable rate.

Figure 4.1 shows the goodput of NV thin streams (blue) and N greedy streams (red) aggregated over 30
second intervals. For each N, we compared LT, MFR and LT combined with MFR. We can see that as
N grows, the goodput of both types of streams converges. LT, both alone and in combination with MFR,
appears to have slightly more impact than MFR alone when congestion increases. We speculate that this

is because the number of successive retransmissions becomes more significant as the congestion grows.

The stapled line represents the expected goodput the thin streams should have, based on how much they
attempt to transmit. We observe that as the competition increases, the thin streams become less and less
able to maintain their expected goodput. Note that for N = 256 and N = 512, the expected goodput is
limited by sharing the capacity with a number of competing streams. We also see that the goodput varies
somewhat and appears less predictable for the two most congested scenarios (N = 256 and N = 512).
We suspect that this is caused by the high loss rate experienced under congestion.
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Figure 4.2: Relative loss for N thin streams (blue) competing against [NV greedy streams (red)

N | Dropped Nodata Neverest. | Total

64 43 43 43 44

128 66 76 76 84
256 188 192 176 | 209
512 403 411 397 | 445

Table 4.1: Number of problematic thin stream connections

4.1.1 Too congested?

Figure 4.2 shows the relative packet loss for IV thin streams (blue) competing with N greedy streams
(red). As we see in the figure, thin streams have a higher overall loss rate than the greedy streams. We
suspect that this might be why thin streams are unable to maintain their expected throughput. Note that
as congestion builds up, being more aggressive results in a higher loss rate for other streams, as seen in
N =64, N =128, N =256 and N = 512.

As we see in the figure, the loss rates are very high. The median loss rate is approximately 55% for thin
streams for N = 512. By running shorter, ten minute tests, we also saw that the data spread increases.

This is a red flag, as this indicates that the connections are taking too long in order to reach a stable rate.

When looking at the number of unestablished connections, connections that last shorter than half of the
test duration (dropped connections), and connections where no data packets were received due to the
connections being in a state where they continuously back off, we see that for N > 64 more than half of
the connections are problematic. This is because the level of congestion is actually quite severe; as the
router is the bottleneck, with a maximum queue length of 9 packets and 512 x 2 streams simultaneously

competing over a slot in the queue, there will always be at least 1024 — 9 = 1015 streams that will not
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have a packet in flight at any given time. We also see that for the most congested scenario, N = 512,

most connections do not even complete the TCP three-way handshake.

4.2 A thought-through approach

As our previous approach turned out to have several problems, such as extreme congestion and packet
loss, which rendered most of our findings doubtful to say the least, we went back to the drawing board.
Instead of determining the queue size from an arbitrarily chosen BDP, we chose a typical household
Asymmetric Digital Subscriber Line (ADSL) downlink speed for our bottleneck link rate. Get, a common
Norwegian ISP, offers 5 Mbps as their most affordable speed [140].

Since the mechanisms we evaluate assume that thin streams have few PIF, our network RTT can not be
too low as this would mean that we would have to transmit packets more often. Therefore we configured
a network RTT of 150 milliseconds, 75 milliseconds delay in each direction'. This gave us a BDP of
93,750 bytes, or approximately 63 MTU-sized IP packets.

As we observed in the previous section, even though the results may look relevant when looking at a
single measure, it is important to include multiple metrics in order to conclusively determine whether
the results are valid or not. By looking at a multitude of measures, we were able to find scenarios were
results were reproducible without having to run tests for a long time. Table 4.2 shows that the results
from running the same scenario twice, two hours and five minutes respectively, scales according to the

run time.

4.3 Thin stream discrimination

Looking at table 4.2, we can see that the loss rates for thin streams are somewhat more spread than the
greedy stream loss rates. When we combine this observation with the observation we made in section
4.1, that thin streams are unable to maintain their expected goodput, we started suspecting that there
might be some effect that was somehow inhibiting thin streams. In this section, we describe our process

in identifying the culprit of the apparent unfair treatment of thin streams.

4.3.1 Comparing throughput and goodput
As we discussed in section 2.7, the traditional fairness principle of TCP is based on the assumption that

each TCP stream tries to consume as much of the available bandwidth as possible. Since thin streams

do not behave this way, they can not achieve a fair share of the bandwidth by this definition of fairness.
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Duration_Test_2hours

Duration_Test_2hours Duration_Test_2hours : 1/2 Cross traffic, 10 greedy streams

Duration 120 min 0 sec min Q1 med Q2 max 1% 5% 90% 95% 99%
Network parameters Pkts sent 270.7K  275.0K 277.6K 279.6K 284.7K | 270.7K 271.0K 280.5K 282.6K 284.3K
BW 5 Mbps || Pkts lost (%) 2.5 2.6 2.6 2.6 2.7 2.5 2.5 2.7 2.7 2.7
RTT 150 ms || Bytes lost (%) 2.5 2.6 2.6 2.6 2.7 2.5 2.5 2.7 2.7 2.7
BDP 63 pkts || Calc loss (%) 2.5 2.6 2.6 2.6 2.7 2.5 2.5 2.7 2.7 2.7
Queue pfifo 63 pkts || Pkts retr 7.1K 7.2K 7.2K 7.3K 7.4K 7.1K 7.1K 7.3K 7.3K 7.4K
Cross traffic, greedy Successive retr 3.0 3.0 4.0 4.0 4.0 3.0 3.0 4.0 4.0 4.0
Conns 10 || DupACKs 51.6K 530K 533K 539K 542K | 517K 522K 540K 541K 542K
Ramp-up 100 + 0 ms || Connections dropped None

Evaluated traffic, thin Duration_Test_2hours : 2/2 Evaluated traffic, 40 thin streams No Nagle;No DelAck;ER
Conns 40 min Q1 med Q2 max 1% 5% 90% 95% 99%
Ramp-up 100 £ 50 ms || Pkts sent 287K 287K 287K 287K 288K | 287K 287K 28.8K 28.8K 28.8K
ITT 100 4 0 ms || Pkts lost (%) 55 5.6 5.6 5.6 5.7 55 5.5 5.7 5.7 5.7
Pkt size 120 £ 10 B || Bytes lost (%) 5.0 5.1 52 52 53 5.0 5.1 52 53 53
No RetrClps Off || Calc loss (%) 55 5.6 5.6 5.6 5.7 55 55 5.7 57 57
No Nagle On || Pkts retr 1.6K 1.6K 1.6K 1.6K 1.6K 1.6K 1.6K 1.6K 1.6K 1.6K
No DelAck On || Successive retr 2.0 2.0 2.0 3.0 5.0 2.0 2.0 5.0 5.0 5.0
ER On || DupACKs 1.0 1.0 1.0 2.0 3.0 1.0 1.0 2.0 22 3.0
ER+ Off || Pkt size 820 2360 2540 3570 14K | 209.0 2200 3790 7220  858.0
TLP Off || ITT (ms) 120 2300 2390 2480 315K | 2060 217.0 2580 4360  447.0
LT Off || Trans delay (ms) 75.0 132.0 144.0 156.0  219.0 103.0 115.0 167.0 172.0 182.0
MFR Off || ACK delay (ms) 1500 2300 239.0 2480 31.3K 2060 2160 258.0 6670  696.0
Connections dropped None

Duration_Test_Smins
Duration_Test_Smins Duration_Test_Smins : 1/2 Cross traffic, 10 greedy streams

Duration 5 min 0 sec min Q1 med Q2 max 1% 5% 90% 95% 99%

Network parameters Pkts sent 100K 11.8K 119K 121K 13.0K | 102K 108K 13.0K 13.0K 13.0K

BW 5 Mbps || Pkts lost (%) 2.2 2.4 2.6 2.7 3.1 22 22 2.8 3.0 3.1

RTT 150 ms || Bytes lost (%) 2.2 2.4 2.6 2.7 3.1 22 22 2.9 3.0 3.1

BDP 63 pkts || Calc loss (%) 2.2 2.4 2.6 2.7 3.1 22 22 2.9 3.0 3.1

Queue pfifo 63 pkts || Pkts retr 280.0 294.0 3085 3125 336.0 | 280.5 2827 3252 330.6 3349

Cross traffic, greedy Successive retr 2.0 2.0 2.0 2.0 4.0 2.0 2.0 3.1 35 39

Conns 10 || DupACKs 20K 22K 22K 24K 25K | 20K 20K 24K 24K 2.5K

Ramp-up 100 £+ 0 ms || Connections dropped None

Evaluated traffic, thin Duration_Test_5mins : 2/2 Evaluated traffic, 30 thin streams No Nagle;No DelAck;ER

Conns 30 min Q1 med Q2 max 1% 5% 90% 95% 99%

Ramp-up 100 =0 ms || Pkts sent LLIK 12K 12K 12K 12K| LIK 12K 12K 12K 1.2K

ITT 100 £ 0 ms || Pkts lost (%) 23 2.9 32 34 4.4 23 24 3.6 3.7 42

Pkt size 120 £ 0 B || Bytes lost (%) 22 2.8 3.0 32 4.3 23 2.5 3.6 3.6 4.1

No RetrClps Off || Calc loss (%) 24 3.0 32 34 4.4 24 2.5 37 3.8 4.2

No Nagle On || Pkts retr 28.0 35.0 375 40.0 50.0 28.3 29.5 422 44.5 48.6

No DelAck On || Successive retr 1.0 1.0 1.0 1.8 20 1.0 1.0 2.0 2.0 2.0

ER On || DupACKs 1.0 1.0 1.0 2.0 3.0 1.0 1.0 3.0 3.0 3.0

ER+ Off || Pkt size 120.0 240.0 360.0 3600 14K | 120.0 240.0 360.0 360.0 840.0

TLP Off || ITT (ms) 2.0 2470 258.0 2670 29K | 1500 217.0 2750 280.0  463.0

LT Off || Trans delay (ms) | 75.0 151.0 1650 1760 213.0| 760 112.0 1850 190.0 197.0

MFR Off || ACK delay (ms) | 150.0 247.0 259.0 267.0 23K | 1500 217.0 2750 2800  720.0

Connections dropped None

Table 4.2: Duration test, 2 hours and 5 minutes. Evaluated traffic:

greedy streams.
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Figure 4.3: Goodput of NNV thin streams (blue) competing against 5 greedy streams (red)

Therefore, our first suspicion was that the greedy streams were consuming an unfair share of the capacity.

In order to determine if the greedy streams were to blame, we conducted a simple experiment.

Figure 4.3 shows the result of 5 greedy streams (red) competing with IV thin streams. Just like in figure
4.1, we see that the thin streams struggle more and more as N increases. However, as the number
of greedy streams remain constant, we suspected that the increased competition among thin streams
themselves could be a possible culprit and that the greedy streams had little to do with this. In order to
test this, we compare both the throughput and goodput of the thin streams. Figure 4.4 shows a subset of

the results from redoing the 5 greedy versus NV thin stream test?.

The stapled blue and red lines depicts the expected goodput and throughput respectively, whereas the
stapled green line is where the goodput catches up to the throughput because they are limited by the
capacity. We see that neither the goodput nor the throughput reach their expected rates. As the throughput
measure also includes retransmissions, this is an indication that thin streams alone are not the sole culprit

and that we need to investigate this further.

150 milliseconds is roughly the RTT from Oslo to San Francisco.
2We had to redo the test because the data files from the one-hour tests were lost.
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Figure 4.5: Relative packet loss for 30 thin streams and 20 greedy streams

4.3.2 Examining the loss rates

As we saw in figure 4.2 some thin streams are consistently getting higher loss rates. Arguably, a higher
loss rate for thin streams, even just for some, would be unfair. Lost packets has to be retransmitted, and

as we discussed in chapter 2, retransmission delays is by far the biggest contributor to transport latency.

In order to investigate this further, we decided to do a new set of tests. Figure 4.5 shows the relative packet
loss rate for 30 thin streams competing against 20 greedy streams, repeated four times with different ITTs.
We used different ITTs in order to rule out any unforeseen synchronisation of a badly chosen ITT and the
RTT. In addition, we also chose stream ramp-up times with a slight random variation. In all four cases,

some of the thin streams are consistently getting higher loss rates than the competing greedy streams.

As thin stream loss rates seemed to get worse with an increased level of congestion, as seen in figure 4.5,
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we again suspected the greedy streams. It is a known effect that when multiple TCP streams using the
same algorithm and with the same RTT experience loss, they back off and increase their transmission
rate at the same pace [30,31]. This is commonly known as global TCP synchronisation. We suspected
that this might cause the greedy streams to alternately fill up the router queue and backing off. We moved
the greedy stream senders to the cross-traffic sender machine and configured netem so that each greedy
stream had 5 milliseconds longer RTT than the previous, starting at 100 milliseconds for the first stream.
However, as the problem persisted and the results remained similar, it was clear that this was not the

case.

4.3.3 Kernel buffering and repacketisation

In our packet traces, we discovered that retransmitted thin stream packets were consistently two to
three times larger than the size of the original transmission. We learned that this was a result of the
tcp_retrans_collapse system option, which is by default enabled [101]. As this, as well as Na-
gle’s algorithm and various other settings, are a result of Linux preferring to send filled up segments
rather than many small segments, we investigated how this option affected thin streams. However, as
our findings varied wildly — sometimes turning it off led to higher loss rates, other times leaving it on

resulted in higher loss — we decided to keep it on, as this is the default setting.

We searched for other mechanisms in the kernel that might have influenced the results, and discov-
ered that various NIC offloading mechanisms were enabled. Even though this should be irrelevant for
our testbed, since we have a bridge between the sender and the router, based on our experience with
tcp_retrans_collapse, we turned it off in order to avoid any potential problems. Which NIC
supports which offloading technique varies, but the four relevant mechanisms are: generic segmentation
offload (GSO), TCP segmentation offload (TSO), generic receive offload (GRO) and large receive offload
(LRO).

4.3.4 Thin stream clustering

By using the agmprobe kernel module, described in section 3.4.4, we were able to analyse loss events
over time. By highlighting loss after stream type, we identified a clustering of drop events that occurred
on roughly every ITT for the thin streams. In other words, because we had used a too low ITT variance,
thin streams clustered together. Choosing a sensible ramp-up time did not, contrary to our expectations,
alleviate this effect. We reasoned that this was because the ITT is periodic and smaller than an RTT, and
a ramp-up time chosen from a random distribution is not guaranteed to be spread out over the entire ITT

interval.

We confirmed this clustering effect when we reduced the queue size to half its original size, and sud-
denly that the loss rates for roughly half of the thin streams increased. This is because as they transmit

periodically, any given thin streams end up roughly in the same spot in the clustering every ITT, meaning
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that some streams consistently get data through because they are enqueued properly, while other streams

consistently hit a full queue (and the packet is subsequently dropped).

4.4 Summary

In this chapter we saw how seemingly meaningful results can be completely skewed by a hidden factor.
We identified some culprits of thin stream discrimination, as well as a clustering effect, causing mul-
tiple thin streams to time after time experience loss because they end up in the same “bad spot” every

transmission interval.

Because of time-constraints and a old computer, we have not been able to include all results and plots in
this (and the next chapter). For a complete list of results, please refer the URL given in appendix A
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Chapter 5

Summarising the results

As thin streams often are a product of real-time applications, they have entirely different requirements
and acceptable limits than other network traffic. Where some scenarios are considered edge cases and
can be excused for some applications since they happen so rarely, edge cases can be make or break for a

time-dependent application.

5.1 Queue length evaluations

As part of our evaluation, we also did an evaluation of the effects of the queue length on thin streams.
We configured our test scenario according to table 5.1. 30 thin streams using unmodified retransmission
mechanisms competing against 30 greedy streams. We tested the impact pfifo and bfifo had on
three different lengths: half a BDP, a BDP and twice the BDP.

Figure 5.1 shows the relative byte loss, number of bytes lost divided by number of bytes sent, for both thin
(blue) and greedy (red) streams. 30 thin streams using unmodified retransmission mechanisms competed
against 30 greedy streams. The pfifo_short, pfifo_bdp and pfifo_long are pfifo qdiscs
with a queue size of 31 packets (half a BDP), 63 packets (a BDP) and 125 packets (twice the BDP
respectively. Note that we had to scale up the loss rates for pfifo_short due to the loss rate being
higher than all the others. The bfifo_short qdisc was configured to have a queue size of 46,875
bytes (half a BDP), while the bfifo_bdp qdisc was set to 93, 750 bytes (a BDP). Although our focus
was to investigate the effects of tail-drop on thin streams, we included three other queue algorithms for

reference: red, sfgand codel.

We see that when the queue size becomes too short, as seen with pfi fo_short, the thin streams in our
scenario experience high loss rates. This is because they have similar ITT and get clustered, effectively
forming a burst. Since the queue is not long enough to absorb the burst, the tail gets dropped and some

streams experience loss. The effects on the thin streams in terms of latency, can be seen in figure 5.2a.

66



Table 5.1: Test configuration used for our qdisc evaluation

qdisc-evaluation

Duration 10 min O sec
Network parameters
BW 5 Mbps
RTT 150 ms
BDP 93750 bytes (63 pkts)
Cross traffic, greedy
Conns 30
Ramp-up 100 £ 0 ms
Evaluated traffic, thin
Conns 30
Ramp-up 100 £ 0 ms
ITT 100 £ 0 ms
Pkt size 120+ 0B
No RetrClps Off
No Nagle On
No DelAck On
ER Off
ER+ Off
TLP Off
LT Off
MFR Off

30 thin vs 30 greedy
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Figure 5.1: Relative byte loss using different qdiscs. 30 unmodified thin streams competing with 30

greedy streams.
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Figure 5.2: Impact of queue configuration on latency
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With a longer queue, more of the thin stream cluster fits in the buffer, and the thin streams get better
ACK latency.

However, longer queues also mean longer queueing delays. It is a rule of thumb in real-time networking
to keep buffers to a minimum size in order to keep latencies as low as possible [2,31,43] [84, 86, 141].
As seen in figure 5.2b, for the longest pfifo queue, the 90th percentile is almost 4 times higher as
for the shortest pfifo queue, which of course is a huge increase in delay. However, it reduces the
overall thin stream latency because less thin streams experience loss. This is a trade-off that needs careful
consideration. Many game servers and sensor networks, typical thin stream applications, operate in ticks,
where they periodically send out updates. For a game server, for example, the number of clients might
be very high, resulting in bursts of packets being sent out at periodic intervals. The immediate packet
buffers must be large enough to not drop packets, but short enough to not delay packets unnecessary. The

best configuration for such scenarios is a possible candidate for further study.

The bfifo queue tells a different story. Hardly any thin stream packets are dropped, even when the
queue is short. This is actually because byte-based queues most often be able to fit a small packet, where
larger packets are dropped. Although not as bad as the pf i fo queues, packets enqueuedinabfifo are
still subject to quite high queueing delays (a queueing delays as high as the RTT for the 90th percentile

and above).

sfq is the queue that maximises the thin stream performance in our scenario. This is because of how
sfqg works: packets are hashed based on their source and destination IP address and destination port
address. Based on this hash, they are put into a bucket — a virtual queue. Since thin streams and greedy
streams send to their separate servers using different receiver ports, thin and greedy streams are given
separate virtual queues. The benefit of this is that streams do not suffer from how other, misbehaving

streams behave. However, s fq is not widely used in the Internet [2].

5.2 Assessing the impact on other streams

As we saw in section 4.1, it is hard to determine whether we are measuring the impact thin streams
have on greedy streams, or if we are measuring the impact thin streams have on themselves. It is clear
that greedy TCP streams are robust and able to to adapt other, competing network traffic. Thin streams,
however, are vulnerable because they are limited by retransmissions and not by congestion control and

can not recover effectively using fast recovery, see section 2.6.

In order to determine the impact of the thin stream modifications on other streams, we did two tests, one
with 60 thin streams using all modifications competed against 10 greedy streams, and the other with 60
unmodified thin streams (using none of the modifications) competed against 10 greedy streams. As seen

in the following figures, 5.3, 5.4 and 5.5, only the thin streams themselves were affected; the greedy
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Figure 5.3: Throughput. 60 thin streams versus 10 greedy streams.
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Figure 5.4: Relative packet loss. 60 thin streams versus 10 greedy streams
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Figure 5.5: ACK latency. 60 thin streams versus 10 greedy streams
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Figure 5.6: ACK latency CDF annotation

streams were able to adapt without any considerable changes in performance.

Figure 5.6 explains the various trends we observe in the ACK latency plots. We can see that the RTO

has a major impact on the streams overall latency values. Also, we see that every step on the thin stream

latency CDF is caused by previous unacknowledged segments blocking a new segment (HOL blocking).
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Chapter 6

Conclusion

“I have not failed. I've just found 10,000 ways that won’t work.”

Thomas Edison

6.1 Main contributions

In this thesis, we have attempted to experimentally find the right aggressiveness for retransmissions in
thin TCP streams. We have implemented a controlled test environment in the form of an emulated Linux
networking testbed in order to conduct fairness experiments and evaluate the thin stream modifications
to the TCP retransmission mechanisms. Our motivation for doing this has been to assess how aggressive
these mechanisms can be in order to improve thin stream performance, while still remaining fair towards
other traffic. As part of our evaluation, we have developed new tools and improved existing software, in
order to accurately analyse thin stream performance. During this process, we have made observations that

strengthens our view that an increased aggressiveness for application-limited streams can be justified.

We have identified a thin-stream clustering effect as a problem for tick-based applications (which may
include games, video/audio streaming and financial applications using barriers to control transaction
commits) and the detrimental effect small queues has in such scenarios, as the clusters of thin-stream
packets arrive at the short queue together time after time. Some advice for providers of tick-based inter-
active applications to not scale for expected (average) throughput) but to scale queues to accommodate
the bursts generated from the clustering effects. This finding confirms observations made in a previous

thin-stream study, but which was dismissed as a simulator synchronisation effect [13].

The awareness of latency in the Internet is recently having a renaissance after many years of focus on
throughput in Internet research. In this context, we have contributed to a position paper calling for a
reconsideration of the traditional fairness definition and advocating increased retransmission aggressive-

ness for interactive thin streams in order to reduce recovery latency, published as part of the Internet
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Society Workshop on Reducing Internet Latency (RITE) in September 2013. We have also made contri-
butions to another unpublished paper on thin streams, planned to be submitted to IEEE/ACM Transac-

tions on Networking some time in the future.

6.2 Future work

As thin stream behaviour is not well understood, further research on how thin streams behave in realistic
scenarios is more than warranted. One of the previous thin stream studies attempted to classify and
model different forms of thin stream [13]. We believe that a realistic model of thin streams is crucial for

understanding how thin streams behave in certain circumstances.

We observed in our investigations that there are mechanisms with conflicting motives enabled by default
in the Linux kernel. On one hand, there is an inherent desire to conserve packets and avoid unnecessary
transmissions. On the other hand, there is an ongoing process of trying to reduce various sources of
latency in the kernel, most recently addressed by the “bufferbloat” project. We believe that further
investigations on mechanisms that might affect thin streams are absolutely crucial in order to increase

the awareness of these contradicting mechanisms among kernel developers.

While keeping buffering to a minimum is the rule of thumb for reducing latency, we saw in our eval-
uations that when thin streams cluster and form bursts, having too small buffers do more harm than
good. Such bursts can be common in applications that are tick-based, such as game servers or sensor
networks. Finding a sweet-spot between large enough buffers to absorb these bursts and avoid loss while

still keeping queuing delay is a possible candidate for future work.
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Appendix A

All test scenarios

An index of all tests performed as well as plots and datasets can be found at the following URL:

http://folk.uio.no/jonassm/masterthesis/
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Appendix B

Testbed configuration

B.1 Specifications

Table B.1: Testbed system specifications

Host CPU RAM | Kernel

sender AMD Athlon 64 X2 Dual Core 4800+ 2 GB | 3.12.0-rc4+ x86_64
xsender AMD Athlon 64 X2 Dual Core 4800+ 2 GB | 2.6.32-5-amd64 x86_64
receiver | AMD Athlon 64 X2 Dual Core 4800+ 2 GB | 2.6.32-5-amd64 x86_64
bridge Intel Pentium D 2.80 GHz 2GB | 2.6.32-5-amd64 x86_64
emulator | Intel Pentium D 2.80 GHz 2GB | 2.6.32-5-amd64 x86_64
router AMD Athlon 64 X2 Dual Core 4800+ 2 GB | 3.12.0-rc3 x86_64

Table B.2: Testbed network specifications

Host Interface  IP address | Controller Driver Type Bus
sender ethl 10.0.0.10 | Marvell 88E8001 skge 1.13 1000BASE-T PCI
xsender ethl 10.0.0.11 | D-Link DGE-528T 18169 2.3LK-NAPI 1000BASE-T PCI
receiver ethl 10.0.1.10 | Marvell 88E8001 skge 1.13 1000BASE-T PCI
bridge ethl-4 - Intel 1521 (4 port)  igb 3.0.6-k2 1000BASE-T PCle x4
emulator | ethl-4 - Intel 1521 (4 port)  igb 3.0.6-k2 1000BASE-T PCle x4
router ethl 10.0.0.1 | D-Link DGE-528T 18169 2.3LK-NAPI 1000BASE-T PCI
router eth2 10.0.1.1 | D-Link DGE-528T 18169 2.3LK-NAPI 1000BASE-T PCI

Since both interfaces on the router is connected to the same conventional PCI bus, the absolute maximum through-
put from sender to receiver and vice versa is around 230 Mbps.
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Figure B.1: Testbed network topology

B.2 Topology

We used tc to limit the bandwidth, netem as our network emulator and brct1 for creating the network bridge.
On the router, the system option net . ipv4.ip_forward was enabled and static routes were configured using
the ip utility. Traffic from the sender had the same RTT, while traffic from the xsender were given different RTTs.
The txqueuelen was set to 0 on all interfaces, and NIC offloading (TSO, GSO, TRO and LRO) was disabled.
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Appendix C

Web-site RTT measurements

Table C.1: Web-site RTT measurements performed in June 2014

Host IP address min avg median max max-min dist
google.com 81.175.29.177 0.8 0.9 0.9 2.7 1.9
facebook.com 173.252.110.27 125.0 1254 125.0 128.0 3.0
youtube.com 81.175.29.148 0.8 0.9 0.9 1.4 0.6
yahoo.com 98.138.253.109 138.0 144.1 145.0 148.0 10.0
baidu.com 220.181.111.86  224.0 224.0 2240 225.0 1.0
wikipedia.org 208.80.154.224 113.0 113.0 113.0 118.0 5.0
qq.com 125.39.240.113  361.0 368.7 368.0 374.0 13.0
taobao.com 42.120.194.11 227.0 2270 227.0 2270 0.0
live.com 65.55.206.154 - - - - -
twitter.com 199.16.156.230  118.0 118.0 118.0 119.0 1.0
amazon.com 205.251.242.54 - - - - -
linkedin.com 216.52.242.86 185.0 185.5 185.0 187.0 2.0
google.co.in 81.175.29.154 0.8 0.9 0.9 1.0 0.2
sina.com.cn 202.108.33.60 378.0 383.0 383.0 388.0 10.0
haol23.com 180.149.131.31  225.0 225.8 226.0 226.0 1.0
weibo.com 114.134.80.162  288.0 288.0 288.0 296.0 8.0
blogspot.com 74.125.136.191 29.9  30.0 300 30.2 0.3
tmall.com 42.120.194.11 227.0 227.0 227.0 231.0 4.0
sohu.com 220.181.90.240  225.0 226.2 226.0 227.0 2.0
yahoo.co.jp 183.79.197.242  306.0 306.0 306.0 306.0 0.0
vk.com 87.240.131.117 21.1 21.5 212 28.0 6.9
yandex.ru 213.180.204.11 32.5 32.7 3277 349 2.4
wordpress.com 66.155.11.243 117.0 117.0 117.0 117.0 0.0
ebay.com 66.135.216.190 - - - - -
bing.com 204.79.197.200 11.0 11.1 11.1 13.0 2.0
google.de 81.175.29.154 0.8 0.9 0.9 3.7 2.8
pinterest.com 54.225.151.74 - - - - -
360.cn 220.181.24.100  227.0 228.0 228.0 229.0 2.0
google.co.uk 81.175.29.185 0.8 0.9 0.9 35 2.7
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Host IP address min avg median max max-min dist
google.fr 81.175.29.144 0.8 0.9 0.9 1.4 0.6
instagram.com 107.23.28.33 - - - - -
google.co.jp 81.175.29.166 0.8 0.9 0.9 1.0 0.2
ask.com 66.235.120.127 116.0 116.1 116.0 117.0 1.0
163.com 123.58.180.7 390.0 414.9 410.0 433.0 43.0
$0s0.com 220.181.124.154 224.0 224.0 2240 2270 3.0
msn.com 65.55.206.228 - - - - -
tumblr.com 66.6.42.20 107.0 107.2 107.0 116.0 9.0
google.com.br 81.175.29.185 0.8 0.9 0.9 1.8 1.0
mail.ru 217.69.139.199 34.6 347 347 357 1.1
xvideos.com 141.0.174.40 - - - - -
microsoft.com 134.170.185.46 - - - - -
google.ru 81.175.29.185 0.8 0.9 0.9 1.1 0.2
paypal.com 66.211.169.3 - - - - -
google.it 81.175.29.159 0.8 0.9 0.9 1.7 0.9
google.es 81.175.29.154 0.8 0.9 0.9 1.1 0.3
apple.com 17.178.96.59 - - - - -
imdb.com 207.171.166.22 - - - - -
adcash.com 72.52.178.205 140.0 140.0 140.0 140.0 0.0
craigslist.org 208.82.238.129 175.0 175.0 175.0 176.0 1.0
imgur.com 23.235.43.193 229 243 24.5 253 2.4
neobux.com 192.230.66.91 138.0 140.2 139.0 146.0 8.0
amazon.co.jp 54.240.250.0 - - - - -
t.co 199.16.156.75 116.0 1169 117.0 119.0 3.0
reddit.com 95.100.96.11 23.1 30.9 279 521 29.0
xhamster.com 88.208.24.59 429 434 432 592 16.3
google.com.mx 81.175.29.152 0.8 0.9 0.9 1.2 0.4
stackoverflow.com 198.252.206.140 959  96.0 96.0  96.5 0.6
fc2.com 54.183.104.112 - - - - -
google.ca 81.175.29.177 0.8 0.9 0.9 1.4 0.6
bbc.co.uk 212.58.246.103 303  30.7 305 320 1.7
cnn.com 157.166.226.25 133.0 133.0 133.0 141.0 8.0
go.com 68.71.220.3 188.0 188.0 188.0 192.0 4.0
ifeng.com 210.51.19.61 250.0 250.1 250.0 256.0 6.0
aliexpress.com 205.204.96.1 185.0 185.4 185.0 186.0 1.0
xinhuanet.com 202.108.119.193 - - - - -
youku.com 121.9.204.234 256.0 256.0 256.0 259.0 3.0
vube.com 216.127.49.178 - - - - -
google.com.hk 173.194.65.94 30.6  30.7 30.7  30.8 0.2
blogger.com 173.194.65.191 29.8 299 299  30.1 0.3
alibaba.com 205.204.96.36 186.0 186.0 186.0 186.0 0.0
webcache.foreign.ccgslb.com  180.210.234.65 30.2 303 303  45.1 14.9
google.com.tr 81.175.29.163 0.8 0.9 0.9 2.5 1.6
odnoklassniki.ru 217.20.147.94 36.1 36.2 362 365 04
godaddy.com 97.74.104.201 175.0 176.2 176.0 201.0 26.0

huffingtonpost.com

205.188.101.58



Host IP address min avg median max max-min dist
kickass.to 62.210.141.210 40.7 413 413 41.6 0.9
pornhub.com 31.192.117.132 - - - - -
wordpress.org 66.155.40.249 182.0 183.0 183.0 183.0 1.0
thepiratebay.se 194.71.107.27 - - - - -
gmw.cn 124.207.134.2 - - - - -
google.com.au 81.175.29.177 0.8 0.9 0.9 2.5 1.7
amazon.de 178.236.6.250 - - - - -
adobe.com 192.150.16.117 147.0 147.0 147.0 150.0 3.0
ebay.de 66.135.215.61 - - - - -
google.pl 81.175.29.152 0.8 0.9 0.9 1.1 0.3
netflix.com 69.53.236.17 165.0 165.0 1650 169.0 4.0
clkmon.com 108.168.157.82  140.0 140.0 140.0 150.0 10.0
dailymotion.com 195.8.215.138 36.1 372 373 395 34
chinadaily.com.cn 124.127.52.130 - - - - -
espn.gns.go.com 199.181.133.61 183.0 183.0 183.0 187.0 4.0
alipay.com 110.75.143.33 237.0 2372 237.0 239.0 2.0
about.com 207.241.148.80 - - - - -
indiatimes.com 223.165.27.13 - - - - -
google.co.id 81.175.29.163 0.8 0.9 0.9 1.0 0.2
rakuten.co.jp 133.237.48.124  287.0 287.0 287.0 288.0 1.0
dailymail.co.uk 195.234.240.212 - - - - -
vimeo.com 107.162.132.45 111.0 111.0 111.0 115.0 4.0
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Appendix D
Position paper

The following is a position paper that was published as part of the Internet Society Workshop on Reducing Internet
Latency, September 2013. Note that we mixed up MFR and LT in the figure, and that it is goodput and not
throughput that is plotted.
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On the Treatment of Application-Limited Streams
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Introduction

For streams that probe actively for bandwidth, a lot of work has been done to define how to behave
fairly, mainly by dividing the resource of bottleneck throughput between the competing streams over
time. Although this work targets greedy traffic it has a tendency to steer our thinking of what is fair
for all types of traffic.

For streams that are application-limited, latency is more important than throughput. When
reliable transport is required, the latency induced by the need to retransmit lost packets can cause
problems. Redundancy and more aggressive retransmissions may improve latency for such streams.
The use of aggression and redundancy has also been explored as a means of reducing retransmission
latency [1, 2, 3]. However, to which degree such aggression should be allowed, and how to weigh the
need for throughput against the need for latency, has only been superficially treated so far. Proposals
that advocate more aggressive behaviours for application-limited streams are often met with scepticism
and arguments that such behaviour will not be fair to competing traffic.

In this position paper, we present experimental results showing how application-limited streams
lose against greedy streams in the ”traditional”, throughput-based fairness regime. Even when more
aggressive retransmission mechanisms are applied, the application-limited streams still lose the battle
against the greedy streams. Our results suggest that it is defendable to use aggressive retransmissions
to reduce latency in many cases. We invite a discussion on how to define the level of aggression that
can be applied without clogging the tubes and how to explore and formulate guidelines that help
constantly application-limited streams recover in a timely fashion.

Sharing behaviour of application-limited streams

Figure 1 shows results from a set of experiments where we send an increasing number of streams
over a 1Mbps bottleneck. The dotted line shows the expected bandwidth consumption for the thin
streams if given their ”fair share”. We here define the fair share for the thin streams as the aggregate
bandwidth needed for the thin streams as long as that number is less than half the bottleneck capacity.
We also ran this experiment on thin streams using two mechanisms that increase aggressiveness for
retransmissions: one where the sender performs a ”fast retransmit” on the first dupACK it receives
(mFR), thus reacting on the first indication that loss has happened; and one where six retransmissions
using the base RTO are performed before the RTO is exponentially increased (LT), thus increasing
the chance of recovering the segment without extreme delays. The two mechanisms were applied
both individually and in combination. The goal of this experiment was to see if being slightly more
aggressive will skew the throughput fairness in a severely congested scenario. The results show no
significant difference between achieved throughput for competing greedy streams when aggressiveness
for thin-stream retransmissions is raised. We can see in Figure 1 that, as competition gets tougher,
the thin streams consistently lose the struggle for throughput-resources.

We focus in this position paper on the sharing characteristics of application limited streams, as
arguments for why we believe more aggressive behaviours for such streams are well justified. The posi-
tive benefits on latency of the two more aggressive retransmission mechanisms used in the experiments
were demonstrated in laboratory experiments in [2] and in a "live” game server evaluation in [4]
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TCP variation used for competing streams
Figure 1: Aggregated throughput of thin streams competing with greedy TCP streams. The plot shows aggregate throughput of
all greedy (red) streams and all thin streams (blue) normalised over 30 second intervals. Thin-stream properties: Packet-size: 160
B, Intertransmission-time: 150 ms. Link properties: Bottleneck bandwidth: 1Mbps, RTT: 100ms, queue size: 1 BDP (9 packets *
1500B)

Discussion

For congestion-controlled streams, fairness is deeply investigated, modelled and researched. Most com-
monly used when measuring fairness is Jain’s fairness index [5], which is a general metric. Although
it allows to assess fairness in different dimensions like latency or loss rate, throughput is still the
predominant choice. For application-limited streams that are not aggressively probing for bandwidth,
however, there is no clear consensus on how to limit aggressiveness. There has been a common practise
of condemning spurious retransmissions in order to conserve bandwidth resources for goodput. Our
view is that this argument should be reviewed when retransmission latency is important. Our exper-
imental results show that application-limited streams are currently at a disadvantage when sharing
resources with greedy streams, suggesting that more aggressive behaviour is appropriate.

Furthermore, we believe that improved mental models, as well as operational performance metrics,
for how streams of different types should share network resources are required. It is unclear by which
standards one should guide the evaluation of resource allocation in order to justly evaluate schemes
based on redundancy and more aggressive retransmissions.
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