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A w ide  range  of Inte rne t-bas e d applications  th at us e  re liable  trans port protocols  dis plays  w h at w e  call th in-
s tre am  prope rtie s . Th is  m e ans  th at th e  application s e nds  data at s uch  a low  rate  th at th e  re trans m is s ion 
m e ch anis m s  of th e  trans port protocol are  not fully e ffe ctive . In tim e -de pe nde nt s ce narios , w h e re  th e  us e r 
e xpe rie nce  de pe nds  on th e  data de live ry late ncy, pack e t los s  can be  de vas tating for th e  us e r e xpe rie nce .

In orde r to re duce  th e  pe rce ive d late ncy w h e n pack e ts  are  los t, w e  h ave  im ple m e nte d m odifications  to th e  
TCP re trans m is s ion m e ch anis m s  in th e  Linux k e rne l. Th e  ch ange s  are  only active  w h e n th in-s tre am  
prope rtie s  are  de te cte d, th us  not affe cting TCP be h aviour w h e n th e  s tre am  is  "th ick ".

POSITION UPDATES
In orde r to de m ons trate  th e  e ffe cts  of TCP re trans m is s ion m e ch anis m s  on a th in s tre am  (lik e  pos ition update s  
in a gam e ), w e  h ave  cre ate d a proof-of-conce pt application. Th e  s e rve r dis plays  a dot m oving in a circle  (in 
orde r to h ave  a pre dictable  traje ctory). W h e n a clie nt conne cts , th e  s e rve r w ill s e nd pos ition update s  w ith  
re gular inte rvals . A ne tw ork  e m ulator pos itione d be tw e e n th e  s e rve r and th e  clie nt cre ate s  los s  and de lay.

Th e  clie nt, once  conne cte d, w ill m ove  th e  dot w h e n a ne w  pos ition update  is  re ce ive d. From  th e  clie nt us e r 
inte rface , s e ve ral param e te rs  can be  ch ange d in orde r to obs e rve  th e  e ffe ct on h ow  pos ition update s  are  
re ce ive d. Inte rarrival tim e  and pack e t s iz e  can be  ch ange d, and e ach  of th e  th in-s tre am  m e ch anis m s  de s cribe d 
above  can be  turne d on and off.

In orde r to te s t diffe re nt clie nt s e ttings  w ith  diffe re nt los s  rate s  and de lays , w e  als o h ave  a GUI for configuring 
th e  ne tw ork  e m ulator.

SKYPE
As  s h ow n in th e  above  graph s , Sk ype  h as  a trans m is s ion patte rn th at is  typical for th in s tre am s . W h e n w e  
pe rform e d a s urve y w h e re  pe ople  w e re  as k e d to rate  audio clips  s e nt ove r a Sk ype  conne ction w ith  or w ith out 
th e  th in-s tre am  m odifications , a large  m ajority de e m e d th e  q uality be tte r w ith  th e  m odifications  turne d on.

In th e  de m ons tration, you w ill be  able  to to lis te n to audio th rough  a Sk ype  conne ction w ith  e m ulate d los s  and 
de lay. You m ay th e n e valuate  th e  q uality w ith  or w ith out th e  m odifications  unde r diffe re nt ne tw ork  conditions .

BZ FLAG
BZ Flag, a popular firs t pe rs on s h oote r, m ultiplaye r gam e , ge ne rate s  typical th in s tre am s . In th e  cas e  of los t or 
de laye d pack e ts , BZ Flag pre dicts  th e  m ove m e nt of playe r(s ) until th e  pos ition update (s ) arrive . If th e  pre diction 
is  w rong, th e  tank (s ) w ill jum p into th e  corre ct pos ition w h e n th e  update  arrive s . Als o, as  th e  link s  ge t poore r, 
th e  pre diction h as  to cove r a longe r tim e  pe riod.

W e  de m ons trate  th at by us ing our m odifications , los t data is  de live re d fas te r to th e  re ce ive rs . Th us , th e  
diffe re nce  be tw e e n th e  pe rce ive d and actual pos ition w ill be  re duce d, le ading to a be tte r us e r e xpe rie nce .

TH IN-STREAM MECH ANISMS
If th e  k e rne l de te cts  a th in s tre am , by de fining th re s h olds  for pack e t s iz e  and pack e ts  in 
fligh t, w e  trade  a s m all am ount of bandw idth  for late ncy re duction and apply:

DISABLING OF EXPONENTIAL BACKOFF (DEB): 
To pre ve nt an e xpone ntial incre as e  in re trans m is s ion de lay for a re pe ate dly los t pack e t, 
w e  dis able  th e  e xpone ntial factor.

FASTER FAST RETRANSMIT (FFR): 
Ins te ad of w aiting for 3 duplicate  ack now le dgm e nts  be fore  s e nding a fas t 
re trans m is s ion, w e  re trans m it afte r re ce iving only one .

REDUNDANT DATA BUNDLING (RDB): 
W e  copy (bundle ) data from  th e  unack now le dge d pack e ts  in th e  s e nd buffe r into th e  
ne xt pack e t if s pace  is  available .
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Applicability of th in-s tre am  m e ch anis m s

DEMONSTRATION CONFIGURATION
To e m ulate  ne tw ork  los s  and de lay, w e  s e nd data from  a s e rve r to a clie nt th rough  a 
ne tw ork  e m ulator. Th e  s e rve r us e s  th e  m odifie d 2.6.23.8 Linux k e rne l. Th e  th in-s tre am  
m odifications  can be  e nable d on th e  s e rve r e ith e r on a pe r-s tre am  bas is  us ing IOCTL or 
globally us ing SYSCTL.

RESULT OF PACKET ANALYSIS
W e  h ave  analys e d pack e t trace s  m ade  w h ile  pe rform ing th in-s tre am  e xpe rim e nts  on 
diffe re nt applications . Th e  firs t CDF (CDF - Trans port laye r) s h ow s  de live ry late ncy 
s tatis tics  for Sk ype  s e s s ions  us ing TCP fallback . W e  can s e e  th at TCP w ith  th in-s tre am  
m odifications  de live rs  los t payloads  m uch  e arlie r th an s tandard TCP.

W h e n applie d to th e  application laye r, w e  tak e  into account th at re ce ive d s e gm e nts  h ave  
to w ait for th e  los t one s  be fore  th e y can be  de live re d. Th e  s e cond CDF (CDF - Application 
laye r) s h ow s  th e  de live ry tim e s  for th e  application laye r, and it is  cle ar th at w h e n us ing 
TCP, th is  w ill h ave  an im pact on pe rform ance  w h e n los s  occurs .

W e  als o s e e  th at w h e n th e  m odifications  are  active , trans port laye r late ncy and application 
laye r late ncy are  ne arly ide ntical, indicating th at th e  de lay im pos e d by th e  in-orde r 
re q uire m e nt is  m inim iz e d.
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